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I Why Audit Differential Privacy?

Auditing with Delta-Siege Implementation

1 def dp_count(count):

2 std = compute_std(epsilon, delta)

3 noise = np.random.normal(scale=std)
4

5

There exists (a,a’) € Mand S

return count + noise

Pr[M(a) € S] > exp(e)Pr[M(a’) € S|+ 0

Jiankai Jin et al. “Are we there yet? timing and floating-point attacks on differential privacy systems.” (2021)
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Mechanism

import numpy as np

epsilon =
delta = le-6

def dp_count(count):
std = compute_std(epsilon, delta)
noise = np.random.normal(scale=std)
return count + notise
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I Finding A

Goal: A such that Pr[M(a)€eS]>>Pr[M(a’)€S]

0. Pick a, &'
1. Train a classifier p(b) = Pr[A=a | M(A)=b]

2. DefineS={b | p(b) > 0.99}
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I Finding the Root Cause noise = np.random.normal(scale=std)
return count + notise

1 0) 1 count(a) = 0, count(a’) = 1
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I Summary

New vulnerabilities found

eth-sri/Delta-Siege
Root cause analysis



