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Zhu et al., "Deep leakage from gradients." Advances in neural information processing systems 32 (2019).



LLMs (and transformers) in Federated Learning

LLMs are becoming increasingly popular (and powerfull)

Uses of LLMs in FL include:

= Keyboard suggestions
®  Fraud detection

= Healthcare diagnostics
= Legal Document Analysis

Jaleel Adejumo, Gradient Descent From Scratch- Batch Gradient Descent, Medium



Gradient Inversion — Prior Work

State-of-the-art attacks utilize a continuous optimization approach
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The DAGER Pipeline
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The DAGER Pipeline
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The Span Check Filter

Dimitrov et al. [1] showed that for a linear layer Y = XW that:

0L 0L
—  =XT__
ow aY
A We utilize this to show that colspan( 6L‘/6W?) = rowspan(XT)

Eolspan( GL/GWlQ )

[1] Dimitrov, Dimitar I., et al. "Spear: Exact gradient inversion of batches in federated learning."



The DAGER Pipeline
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Token Recovery

Position 1 The dog eats
Position 2 - - _ - - -

Position 3 -
| )

Embedding Layer




Token Recovery

Position 1 The / dog X eats X
Position 2 The X dog V4 __eats __ X
Position 3 The ¥




The DAGER Pipeline
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Sequence Reconstruction — Encoder-only models
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Exhausting all token combinations is possible for encoder-only models, but is computationally expensive.




Sequence Reconstruction — Decoder-only models

J - dog  eats one [ mouse
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Span Check Filter on 0L/ oW,2

Key Observation: The outputs at position t only depend on inputs of tokens up to t-1




Sequence Reconstruction — Decoder-only models
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Sequence Reconstruction — Decoder-only models

Span Check Filter on a.£/(0W,?

16



Sequence Reconstruction — Decoder-only models
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Sequence Reconstruction — Decoder-only models
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Sequence Reconstruction — Decoder-only models
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Sequence Reconstruction — Decoder-only models

Layer 1

Span Check Filter on 0L/ 6W

We can iteratively reconstruct entire sentences exactly




Sequence Reconstruction — Decoder-only models

Span Check Filter on a.£/(0W,?

We can recover entire batches of text by following different beams.




Evaluation
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Baseline Comparison — Encoder-only Models

Bz B=2 B=4 B=38

R-1 R-2 R-1 R-2 R-1 R-2 R-1 R-2
TAG 789+44  10.3+3.0 68.9 + 4.2 T7+1.7 56.3+ 3.4 6.8+ 1.4 459419 39406
CoLA  LAMP 89.6+25  51.9+6.7 778436  31.5+4.6 662+34 21.8+1.7 529422  131+19
DAGER 100.04+0.0 100.0+ 0.0 100.0+ 0.0 100.0 + 0.0 94.0+20 899+31 678423 488+45
v TAG 75.4+43  19.0+6.9 71.8+3.6  16.0+3.9 61.0+34 123+28 50.4 + 2.4 92+16
d  SST2  LAMP 88.8+30 568479 824436  45.7+6.0 69.5+3.6  32.5+44 569426  191+28
DAGER 100.0+0.0 100.0+ 0.0 99.310.7 99.0108 95.6+22 93.0+33 741+33 598+29
Ror TAG 60.1+ 4.4 3.3+ 1.2 492+3.5 3.0+0.9 33.74 2.5 1.6+ 0.7 25.4+1.2 0.9+0.4
TO;;fé‘eS LAMP 64.7+44  16.5+3.9 46.4+3.7 7.6 +2.0 35.1+2.7 42+13 27.3+1.4 20+06
DAGER 100.0+0.0 100.0+ 0.0 981+1.2 965+1.8 668+32 501+44 371+1.2 11.4+1.3

*we observe non-perfect R-2 scores on the SST-2 dataset due to an artifact
of our metric library that assigns a R-2 score of 0 to single-word sequences.



Baseline Comparison — Decoder-only Models

B=1 B=2 B=4 B=38

R-1 R-2 R-1 R-2 R-1 R-2 R-1 R-2
TAG 7.0£25  0.54+0.54 8.0£2.0 14413 7.8+ 1.2 0.8£0.5 53+0.7 0.4+0.2
CoLA  LAMP 73.3+45 433470 268428  11.0+3.0 134+14 3.9+1.2 8.0+1.2 19406
DAGER  100.0+0.0 100.0 + 0.0 100.0+ 0.0 100.0+ 0.0 100.0 0.0 100.0 + 0.0 100.0+ 0.0 100.0 + 0.0
g TAG 53+0.5 0.0£0.0 6.0+ 1.7 0.5+0.4 6.1+ 1.2 0.6 £0.6 44406 gzts
E SST-2  LAMP 62.2+6.9  31.8+8.4 21.4+3.1 9.2 £ 3.1 9.8 £ 2.0 2 1.3 8.1+1.1 0.7£0.4

DAGER 100.0+0.0  86.0 4+ 7.0 10004+ 0.0 89.5+4.1% 100.0 +0.0 92.8 +2.4* 100.0+ 0.0 929+ 1.6*
o TAG 71+1.8 0151 7.0+ 1.2 GIEes 6.2+0.8 0.1 6.1+0.5 0.140.1
Tomatoes  LAMP 31.4+44  93+3.6 112412  09+042 6.3+ 1.1 0.9+ 0.6 6.8+0.7 gl
DAGER 100.0+0.0 100.0+0.0 100.04+0.0 100.0+0.0 oo.370 1 09.310-% 100.079Y 99.9701
B =16 B =32 B =064 B =128

R-1 R-2 R-1 R-2 R-1 R-2 R-1 R-2
Gk GEE2 100.0 £ 0.0 100.0 +0.0 100.0 £0.0 100.0 + 0.0 100.0 £0.0 100.0 £+ 0.0 303+1.0 14.6+0.9
LLaMa-2 (7B) 100.0+£0.0 100.0+0.0 100.0 £0.0 100.0 + 0.0 99.970-¢ 99.9700 99.5+0.2 99.3+0.3
—— 1000+ 0.0 946+ 1.1 100.0799 9344+ 1.0 92.9+3.0 85.0+3.5 137414  43+05
LLaMa-2 (7B) 100.0+£0.0 100.0+0.0 99.9709  99.9+0.1 99.9+01 999+0.1 98.2+04 97.8+04
Rotten  GPT-2 100.0 + 0.0 99.9%02 98.0+ 1.7  97.8+1.8 2.8+ 1.1 1.1+0.4 0.0+00  0.0+0.0
Tomatoes LLaMa-2(7B)  100.070%  100.0799 100.0+0.0 100.0+0.0 97.9+05 97.8+05 00.7732  oo7id2

*we observe non-perfect R-2 scores on the SST-2 dataset due to an artifact
of our metric library that assigns a R-2 score of 0 to single-word sequences.
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DAGER under different settings

B =16

R-1

R-2

R-1 R-2

GPT-2psx 100.0 + 0.0

99.9153

BOE1L.T 97T.8+18

GPT'ZFine'l‘uued 100.0 £ 0.0
GPT'ZNextTokcn 99.94+ 0.0
GPT-2| arGe 100.0 £ 0.0

+0.1
99.8Z073

+0.2
99.7703

9981573

96.4+23 96.0+25
996555 994153

100.0 +0.0 99.9702

LLaMa-370B (B = 1)

LoRA (r = 256)

R-1 99.9703 94.8
R-2 99.910:3s 94.2 4+ 0.7
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DAGER under different settings

E R-1 R-2 n R-1 R-2 Bl R-1 R-2
2 984+09 980+1.0 107°  100.0705  99.8702 2 93.24+1.7 923+19
5 973+12 968+13 5x107° 99.873:  99.6707 4 954+16 94.7+1.7
10 954+16 947+1.7 107 954416 947+1.7 8 0Ri6tes  982tll

20 96.0+14 953+£1.6 5x107* 842418 822+19 16  100.0£0.0 99.8%73
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Further details can be found in the paper.
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