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Motivation

Unprecedented access to massive codebases
(termed “Big Code” by a recent DARPA initiative)
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Vision

New techniques which solve programming challenges
by leveraging availability of massive codebases



General Approach

Phrase the problem in a way which allows creative
combination of advanced program analysis and
powerful machine learning techniques



Statistical Program Analysis and Synthesis

Statistical Prediction of Program Properties, POPL’15
(V. Raychev, M. Vechey, A. Krause)

S [IE STATISTICAL RENAMING, TYPE INFERENCE AND DEOBFUSCATION ABOUT

Statistical PL translation, Onward’14
(S. Karaivanov, V. Raychev, M. Vechev)

<, Java
Console.WriteLine("Hi"); System.out.printin("Hi");

Type code

Statistical Code Synthesis, PLDI'14
(V. Raychev, M. Vechey, E.Yahav)

camera.setDisplayOrientation(90);

camera.unlock();

SurfaceHolder holder = getHolder();



Statistical Program Analysis and Synthesis

Statistical Code Synthesis, PLDI'14

(V. Raychev, M. Vechey, E.Yahav)




Slang: Statistical Code Synthesis

void exampleMediaRecorder() throws IOException §
Camera camera = Camera.open();
camera.setDisplayOrientation(90);

SurfaceHolder holder = getHolder();

holder.addCallback(this);

holder.setType(SurfaceHolder. SURFACE_TYPE_PUSH_BUFFERS);
MediaRecorder rec = new MediaRecorder();

rec.setAudioSource(MediaRecorder.AudioSource.MIC);
rec.setVideoSource(MediaRecorder.VideoSource.DEFAULT);
rec.setOutputFormat(MediaRecorder.OutputFormat.MPEG_4);
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Slang: Statistical Code Synthesis

void exampleMediaRecorder() throws IOException §
Camera camera = Camera.open();
camera.setDisplayOrientation(90);

camera.unlock();

SurfaceHolder holder = getHolder();

holder.addCallback(this);

holder.setType(SurfaceHolder. SURFACE_TYPE_PUSH_BUFFERS);
MediaRecorder rec = new MediaRecorder();

rec.setCamera(camera);

rec.setAudioSource(MediaRecorder.AudioSource.MIC);
rec.setVideoSource(MediaRecorder.VideoSource.DEFAULT);
rec.setOutputFormat(MediaRecorder.OutputFormat.MPEG_4);

rec.setAudioEncoder(a);
rec.setVideoEncoder(3);
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Slang: Statistical Code Synthesis

void exampleMediaRecorder() throws IOException §
Camera camera = Camera.open();
camera.setDisplayOrientation(90);

camera.unlock();

SurfaceHolder holder = getHolder();

holder.addCallback(this);

holder.setType(SurfaceHolder. SURFACE_TYPE_PUSH_BUFFERS);
MediaRecorder rec = new MediaRecorder();

rec.setCamera(camera);

rec.setAudioSource(MediaRecorder.AudioSource.MIC);
rec.setVideoSource(MediaRecorder.VideoSource.DEFAULT);
rec.setOutputFormat(MediaRecorder.OutputFormat.MPEG_4);

rec.setAudioEncoder(a);
rec.setVideoEncoder(3);

~N

sequence notin
training data
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Slang: Statistical Code Synthesis

void exampleMediaRecorder() throws IOException § )
Camera camera = Camera.open();
camera.setDisplayOrientation(90); >
camera.unlock();

SurfaceHolder holder = getHolder();
holder.addCallback(this);

holder.setType(SurfaceHolder. SURFACE_TYPE_PUSH_BUFFERS);
MediaRecorder rec = new MediaRecorder();

rec.setCamera(camera); } !

rec.setAudioSource(MediaRecorder.AudioSource.MIC);
rec.setVideoSource(MediaRecorder.VideoSource.DEFAULT);
rec.setOutputFormat(MediaRecorder.OutputFormat.MPEG_4);

rec.setAudioEncoder(a);
rec.setVideoEncoder(3);
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Slang: Statistical Code Synthesis

void exampleMediaRecorder() throws IOException § )
Camera camera = Camera.open();
camera.setDisplayOrientation(9o); >
camera.unlock();

SurfaceHolder holder = getHolder();
holder.addCallback(this);

holder.setType(SurfaceHolder. SURFACE_TYPE_PUSH_BUFFERS);
MediaRecorder rec = new MediaRecorder();

rec.setCamera(camera); } !

rec.setAudioSource(MediaRecorder.AudioSource.MIC);
rec.setVideoSource(MediaRecorder.VideoSource.DEFAULT);
rec.setOutputFormat(MediaRecorder.OutputFormat.MPEG_4);

rec.setAudioEncoder(1);
rec.setVideoEncoder(3);
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Slang: Statistical Code Synthesis

void exampleMediaRecorder() throws IOException § )
Camera camera = Camera.open();
camera.setDisplayOrientation(90); >
camera.unlock();

prediction is

SurfaceHolder holder = getHolder(); instantaneous

holder.addCallback(this);

holder.setType(SurfaceHolder. SURFACE_TYPE_PUSH_BUFFERS);
MediaRecorder rec = new MediaRecorder();

rec.setCamera(camera); } !

rec.setAudioSource(MediaRecorder.AudioSource.MIC);
rec.setVideoSource(MediaRecorder.VideoSource.DEFAULT);
rec.setOutputFormat(MediaRecorder.OutputFormat.MPEG_4);

rec.setAudioEncoder(a);
rec.setVideoEncoder(3);
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Statistical Program Analysis and Synthesis

Statistical Code Synthesis, PLDI'14 / score programs with generative models such as
(V. Raychev, M. Vechev, E.Yahav) n-gram and recurrent neural networks (RNN)
camera.setDisplayOrientation(90); <
+
camera.unlock();
sequence extraction with alias and typestate

SurfaceHolder holder = getHolder(); N static analysis



Statistical Program Analysis and Synthesis

Statistical PL translation, Onward’14
(S. Karaivanov, V. Raychev, M. Vechev)

-, Java \ \

Console.WriteLine("Hi"); System.out.printin("Hi");

Statistical Code Synthesis, PLDI'14 < score programs with generative models such as
(V. Raychev, M. Vechev, E.Yahav) n-gram and recurrent neural networks (RNN)
camera.setDisplayOrientation(90); <
+
camera.unlock();
sequence extraction with alias and typestate

SurfaceHolder holder = getHolder(); N static analysis



Statistical Program Analysis and Synthesis

Statistical PL translation, Onward’14
(S. Karaivanov, V. Raychev, M. Vechev)

- Java

Console.WriteLine("Hi"); System.out.printin("Hi");

Statistical Code Synthesis, PLDI'14
(V. Raychev, M. Vechey, E.Yahav)

camera.setDisplayOrientation(90);

camera.unlock();

SurfaceHolder holder = getHolder();

<

phrase-based statistical machine translation

+

parse prefix grammars during translation

score programs with generative models such as
n-gram and recurrent neural networks (RNN)

+

sequence extraction with alias and typestate
static analysis



Statistical Program Analysis and Synthesis

Statistical Prediction of Program Properties, POPL’15
(V. Raychev, M. Vechey, A. Krause)

S [IE STATISTICAL RENAMING, TYPE INFERENCE AND DEOBFUSCATION ABOUT

Statistical PL translation, Onward’14
(S. Karaivanov, V. Raychev, M. Vechev) /

JE—— p— phrase-based statistical machine translation

Console.WriteLine("Hi"); System.out.printin("Hi");

+

parse prefix grammars during translation

Type code

Statistical Code Synthesis, PLDI'14 - score programs with generative models such as
(V. Raychev, M. Vechev, E.Yahav) n-gram and recurrent neural networks (RNN)

camera.setDisplayOrientation(90); <

camera.unlock();

+

sequence extraction with alias and typestate
SurfaceHolder holder = getHolder(); K static analysis



Statistical Program Analysis and Synthesis

Statistical Prediction of Program Properties, POPL'15
(V. Raychev, M. Vechey, A. Krause)

JS [IEE STATISTICAL RENAMING, TYPE INFERENCE AND DEOBFUSCATION ABOUT

DEMO

20



JSNice

- 800+ Tweets (sample below):

Kamil Tomsik
Sl tell me works!

de-minify #jquery # script incl. args, vars & #jsdoc
impressive! jsnice org
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JSNice

- 800+ Tweets (sample below):

) Alex Vanston

#Funminify #de

Kamil TomSik

tell me

de-minify #jgu script incl. args, vars & #jsdoc
impressive! |s
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JSNice

- 800+ Tweets (sample below):

Alvaro Sanchez

Statistical renaming, Type inference and Deobfuscation.

jshice.org

Alex Vanston

I've been looking for this for years:
#unminify #de :

Kamil TomSik

tell me

de-minify #jgu script incl. args, vars & #jsdoc
impressive! |s
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JSNice

- 800+ Tweets (sample below):

Brevity
JSHNice is an a tool for de-minifying #javascript files. JSNice org, Its
great for #learning and reverse engineering.

Alvaro Sanchez

Statistical renaming, Type inference and Deobfuscation.

Alex Vanston
I've been looking for this for years: JS
#Funminify #de cate #makeltReadable

Kamil TomSik

tell me works!
de-minify #
impressive! |




JSNice

- 800+ Tweets (sample below):

Ingvar Stepanyan
JSNice.org became my ool for code deobfuscation.

Brevity
JSHNice is an a tool for de-minifying #javascript files. JSNice org, Its
great for #learning and reverse engineering.

Alvaro Sanchez

Statistical renaming, Type inference and Deobfuscation.

Alex Vanston
I've been looking for this for years: JS
#Funminify #de cate #makeltReadable

Kamil TomSik

tell me works!
de-minify #j
impressive! |




JSNice

» 30,000 users in 1st week

- 800+ Tweets (sample below): > used in > 170 countries

Ingvar Stepanyan
JSNice.org beca

Brevity

- 50 fantastic freebies for
web designers, July 2014

Alvaro Sanche By Juan Pablo Sarmiento

Statistical renaming, Type inference and Deobfuscation.

jshice.org

b Alex Vanston
I've been looking for this for years: JS NICE buff.ly/1pQ5Sqfr #javascript

#unminify #deobfuscate #makeltReadable

Kamil Tomsik
Sl tell me works!

W de-minify Zjquen script incl. args, vars & #sdoc
impressive! jsnic




- 800+ Tweets (sample below):
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impressive! jsnice.org
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> 30,000 users in 1st week
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function chunkData(e, t)
varn=[];
varr = e.length;

vari=o;
for(i<ri+=1)
if(i+t<r)

n.push(e.substring(i, i + t));

else

n.push(e.substring(i, r));

return n;

Kamil Tomsik
tell me

de-minify #jquen

JSNice

function chunkData(str, step)
7 var colNames = [];
var len = str.length;

vari=o;
- for (; i <len; i +=step)
if (i + step <len)
colNames.push(str.substring(i, i + step));
else
colNames.push(str.substring(i, len));

return colNames;

script incl. args, vars & #jsdoc

impressive! jsnice o
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JSNice

y =argmax Pr(y | x)
y € ()




function chunkData(str, step)
var colNames =[];
var len = str.length;
vari=o;
for (; i <len; i+=step)
if (i + step < len)
colNames.push(str.substring(i, i+step));
else
colNames.push(str.substring(i, len));
return colNames;

JSNice

= argmax Pr(y |
y € ()

function chunkData(e, t)
varn=1[];
varr = e.length;

vari=o;
for(Gi<r;i+=1)
if(i+t<r)

n.push(e.substring(i, i + t));
else

n.push(e.substring(i, r));
returnn;
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JSNice

function chunkData(str, step)

function chunkData(e, t)
var colNames =[];

varn=1[];
var !en = str.length; varr = e.length;
vari=o; vari=o;
for (; i <len; i+=step) — argmax Pr(y | for(i<ri+=t)
if (i + step < len) if (i +t<r)
colNames.push(str.substring(i, i+step)); y c Q n.push(e.substring(i, i +t));
else else
colNames.push(str.substring(i, len)); n.push(e.substring(i, r);
return colNames; return n;

learned from
“Big Code”




JSNice

directly captured by a
discriminative model

function chunkData(str, step)

function chunkData(e, t)
var colNames =[];

varn=1[];
var !en = str.length; varr = e.length;
vari=o; vari=o;
for (; i <len; i+=step) — argmax Pr(y | for(i<ri+=t)
if (i + step < len) if (i +t<r)
colNames.push(str.substring(i, i+step)); y c Q n.push(e.substring(i, i +t));
else else
colNames.push(str.substring(i, len)); n.push(e.substring(i, r);
return colNames; return n;

learned from
“Big Code”




function chunkData(str, step)
var colNames =[];
var len = str.length;
vari=o;
for (; i <len; i+=step)
if (i + step < len)
colNames.push(str.substring(i, i+step));
else
colNames.push(str.substring(i, len));
return colNames;

JSNice

captures dependence
(structure) between properties

argmax
y € ()

y

D

r

directly captured by a
discriminative model

function chunkData(e, t)
varn=1[];
varr = e.length;
vari=o;
(y | for(ji<ri+=t)
if(i+t<r)
n.push(e.substring(i, i + t));
else
n.push(e.substring(i, r));
returnn;

learned from
“Big Code”
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JSNice

function chunkData(str, step)
var colNames = [J;
var len = str.length;
vari=o; \

function chunkData(e, t)
varn=[];
var r = e.length;

i vari=o;
for (; i < len; i += step) — | forGi<ri+=t
if (i + step < len) argmax Pr(y if§;+t<lr) ) )
colNames.push(str.substring(i, i+step)); y c Q n.push(e.substring(i, i +t));
else else

colNames.push(str.substring(i, len));

n.push(e.substring(i, r));
return colNames;

return n;




JSNice

function chunkData(str, step)
var colNames = [J;
var len = str.length;
vari=o; v

function chunkData(e, t)
varn=[];
var r = e.length;
vari=o;

fcfr({-i<len;i+=step) = argmax Pr(y | for(i<r;i+=t) )

if (i + step < len) if (i +t<r)

colNames.push(str.substring(i, i+step)); n.push(e.substring(i, i +1));
else

else
colNames.push(str.substring(i, len)); n.push(e.substring(i, r);
return colNames; return n:




JSNice

function chunkData(str, step)
var colNames = [J;

var len = str.length; varr = e.length;
° 1

vari=o; vari=o;

fcfr({-i<len;i+=step) = argmax Pr(y | for(i<r;i+=t) )

if (i + step < len) if (i +t<r)

function chunkData(e, t)
varn=[];

colNames.push(str.substring(i, i+step)); n.push(e.substring(i, i +1));

else else
colNames.push(str.substring(i, len)); n.push(e.substring(i, r);
return colNames; return n:
i




JSNice: Inference




JSNice: Inference

function chunkData(e, t)
varn=[];
varr =e.length;
vari=o;
for(i<ri+=t)
if(i+t<r)
n.push(e.substring(i, i + t));
else
n.push(e.substring(i, r));
return n;

2

Unknown properties:
t r i
Known properties:

(£ (@) Qo




JSNice: Inference

function chunkData(e, t)
varn=[];
varr =e.length;
vari=o;
for(ji<ri+=1t)
if(i+t<r)
n.push(e.substring(i, i + t));
else
n.push(e.substring(i, r));
return n;

2

Unknown properties:
t r i

Known properties:




JSNice: Inference

function chunkData(e, t)
varn=[];
varr = e.length;
vari=o;
for(ji<ri+=1t)
if(i+t<r)
n.push(e.substring(i, i + t));
else
n.push(e.substring(i, r));
return n;

4

Unknown properties:
t r i

Known properties:




JSNice: Inference

function chunkData(e, t)
varn=[];
varr = e.length;
vari=o;
for(ji<ri+=1t)
if(i+t<r)
n.push(e.substring(i, i + t));
else
n.push(e.substring(i, r));
return n;
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Unknown properties:
t r i

Known properties:




JSNice: Inference

function chunkData(e, t)

varn=[];
varr = e.length;
vari=o;
for(ji<ri+=1t)
if(i+t<r)
n.push(e.substring(i, i + t));
else
n.push(e.substring(i, r));
return n;

4

Unknown properties:
t r i

Known properties:

function chunkData(str, step)
var colNames = [];
var len = str.length;
vari=o;
for (; i <len; i +=step)
if (i + step < len)
colNames.push(str.substring(i, i + step));
else
colNames.push(str.substring(i, len));
return colNames;




Statistical Program Analysis and Synthesis

Statistical Prediction of Program Properties, POPL’15
(V. Raychev, M. Vechey, A. Krause)

structured prediction with discriminative
graphical models

S [IE STATISTICAL RENAMING, TYPE INFERENCE AND DEOBFUSCATION ABOUT

+

features based on alias analysis important
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Statistical Program Analysis and Synthesis

Statistical Prediction of Program Properties, POPL’15

(V. Raychev, M. Vechey, A. Krause)

S [IE STATISTICAL RENAMING, TYPE INFERENCE AND DEOBFUSCATION ABOUT

Statistical PL translation, Onward’14
(S. Karaivanov, V. Raychev, M. Vechev)

- Java E slate

Console.WriteLine("Hi"); System.out.printin("Hi");

Type code

Statistical Code Synthesis, PLDI'14
(V. Raychev, M. Vechey, E.Yahav)

camera.setDisplayOrientation(90);

camera.unlock();

SurfaceHolder holder = getHolder();

N
/

N

structured prediction with discriminative
graphical models

+

features based on alias analysis important

phrase-based statistical machine translation

+

parse prefix grammars during translation

score programs with generative models such as
n-gram and recurrent neural networks (RNN)

+

sequence extraction with alias and typestate
static analysis



