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Compositionality

The meaning of a composite 
expression is determined by the 

meanings of its constituent parts.
Frege’s Principle

The analysis result of a composite program is 
computed from the analysis results of its parts

In program analysis:

Gottlob Frege 
(1848-1925)



Compositional approach
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...but how?



Abduction

The surprising fact, C, is observed. 
But if A were true, C would be a matter of course. 
Hence, there is reason to suspect that A is true.

Charles Pierce (Pragmatism and Abduction)



The Abduction Question

I

x ⇤⇥ nil � ? ⌅ list(x) � list(y)
AAAAAAAAAAA � ?1 ⌅ AAAAAAAAAAA � ?2
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The Abduction Question

I
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Abduction Example: Inferring a pre/post pair

1 void p(list-item *y) {
2 list-item *x;
3 x=malloc(sizeof(list-item));
4 x⇥tail = 0;
5 merge(x,y);
6 return(x); }

Abductive Inference:

Given Summary/spec: {list(x) � list(y)}merge(x , y){list(x)}
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Abduction Example: Inferring a pre/post pair

1 void p(list-item *y) { emp list(y) (Inferred Pre)
2 list-item *x;
3 x=malloc(sizeof(list-item));
4 x⇥tail = 0; x ⇤⇥ 0
5 merge(x,y); list(x)
6 return(x); } list(ret) (Inferred Post)

Abductive Inference: x ⇤⇥ 0 � list(y) ⌅ list(x) � list(y)

Given Summary/spec: {list(x) � list(y)}merge(x , y){list(x)}



Bi-Abduction
Synthesising both missing resources 
(anti-frame) and unneeded resources 
(frame) gives rise to a new notion

Bi-Abduction:
given A and B compute ?antiframe and ?frame such that

A � ?antiframe ⇥ B � ?frame



Bi-Abductive symbolic 
execution

node* p(list_item *y) {
     node *x, *z;
1    x=malloc(sizeof(list_item)); x->tail =  0;
2    z=malloc(sizeof(list_item)); z->tail =  0;
3    foo(x,y);  
4    foo(x,z);
5    return x;
   }

Pre: list(x) * list(y)
      void foo(list_item *x,list_item *y)
Post: list(x)

list(y)emp

x ⇤⇥ 0 � z ⇤⇥ 0 � ?antiframe ⌅ list(x) � list(y) � ?framex ⇤⇥ 0 � z ⇤⇥ 0 � list(y) ⌅ list(x) � list(y) � z ⇤⇥ 0list(x) � z ⇤⇥ 0 � emp ⌅ list(x) � list(z) � emplist(x) � z ⇤⇥ 0 � ?antiframe ⌅ list(x) � list(z) � ?frame

Bi-abductive prover

list(x) � z ⇤⇥ 0
x ⇤⇥ 0 � z ⇤⇥ 0
x ⇥� 0
emp

list(ret)
list(x)
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Where to start?



Mobile first



How to deploy?



Errors on Mobile code
Focus on crucial categories of 
bugs (affected users)  

Null Pointer Exceptions 

Resource Leaks (streams, 
output streams, readers, writers, 
sockets, http connections, 
cursors, and json parsers) 

Memory Leaks 

Retain cycles



Deployment Model

Nightly, Bug List

Slow



Moving Fast



Perpetual Development



We don’t want humans waiting on computersWe want computers waiting on humans



Deployment Model
Faster



CI system

Phabricator

Code reviewers

Developer

Performance tests
Continuous UI correctness tests

CI system

Product

            
INFER



Comments
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Software Verification in the 
Perpetual Development Era

Scientific and Social challenge 

Full automation and integration with development 
environment 

Scalability 

Precision  

Fast Reporting, 10min on code diffsSAVE DEVELOPER TIME



Moving Fast



Breaking Things





Report: Resource Leak: resource acquired by call to 
FileWriter(...) at line 143 is not released after line 147.

K-9 Android email client



OpenSSL examples

PVS Studio Blog



REPORT: Null Dereference in apps/apps.c at line 1545
pointer p last assigned on line 1544 could be null and is 
dereferenced by call to BUF_strlcpy() at line 1545

Might Return Null

Null Dereference







REMARKS:
— The definition of X509_gmtime_adj is in crypto/x509/x509_vfy.c. It calls  X509_time_ad 
which calls X509_time_adj_ex which calls several other things which can return NULL.
— The conditions under which X509_gmtime_adj(NULL, 0) returns null are somewhat 
complex. Not verified that these conditions will arise.
— Calls to X509_gmtime_adj(NULL, 0) are checked for NULL before dereference elsewhere in 
the codebase; for example, in crypto/cms/cms_sd.c at line 471.

Might Return Null

Null Dereference

In between true and false bugs





Limitations, I



Limitations, II



Limitations, III



Infer runs on thousands of modifications to 
Facebook's mobile code  bases 
Hundreds of potential bugs are reported by Infer 
and fixed by FB developers. (Fix rate: 80% approx 
in recent months) 
Millions of calls are issued to a bi-abductive 
theorem prover for Separation Logic

Current status: In a typical month...

A � ?antiframe ⇥ B � ?frame



Open Source
Launched June 11 

Over 9K download so far…

Lots of activity on github





Don't (only) be 
whole program



         Be 
Compositional


