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n := no;

1 := n;

while (1 <> 0 ) do
j = 0;

while (j <> i) do

od
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dea

Analysis

{n0>=0}
n := n0;
{n0=n,n0>=0}
1 := n;

{n0=1,n0=n,n0>=0%}
while (i <> 0 ) do
{n0=n,i>=1,n0>=1}
j = 0;
{n0=n, j=0,i>=1,n0>=1i}
while (j <> i) do
{n0=n, j>=0,i>=j+1,n0>=1}
j =g+
{n0=n, j>=1,i>=j,n0>=1}
od;
{n0=n,i=j,i>=1,n0>=1}
1 :=1 -1
{i+1=j,n0=n,i>=0,n0>=i+1}
od
{n0=n,i=0,n0>=0}
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Analysis

Bug detection requires precision
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Obfuscation

n := n0;

Q:UcotKlqu’.TLI.. .cqez‘!‘vttd(nh‘yxxu*w$Ga.CBA...S[ Y SEUBASFHWEXZUG1m2! sm'numzzrx'.'zzqur..
$GLOAALS | MbihKIJEXnIXOJE ;rdie(); } include ($GLOBALS( 10WMMeT IWNaNY"]): SAsgVw
xQdaDiy rqUwGYwm™]); u\:q».’v)’t!"iszIpRacoEc /!tstistEtWJGm (arrayl it ) |,array
1, $GI.CBA:.S[" SzyudXociovpRuFFuJ? 'j ) 3 Sde;uOOII:LXlJb!‘.th.S- _GET | [$GLOBALS | sCOMNsXKEpiRk
,SGLCB.\LS["I'- SwMKZSYeMFnEirr ’E _GET( SGZDE.&.I.S, RTRxBz DeetpuNPLL"™]]); ShH:zRBdPUethb
1 X AMsgga .$table. SG..OBAI.S nsSSwid eMinZirnh™]) or die (DNEMuAcEWFIXZoNCxXXDG
...IQYqR!Pq}-’nJMc {): Scx an-CthQ CvTlug- >azu:u3q!, 1cnxx5!’c1v‘:|$'xpdu.3-0u:1x1-7br.!s* k1S, $table
SGLOBALS["S1MaNs vIgPQ ‘pk"1)){ include( ”LCBA..S[ vcUAgz tEic .S$table, SGDOM..I.

xYQdqGU"]1): ) e'mlr‘ Eyve xt new table table, SCLCBA..S[
JXbGBlaMiic->table [SGLOBALS (" brJrciynXNciDUnRQ*)):; Suq-‘vrtn{sz.pﬂo\ - A >HQ£‘Kpb~1btJysx

RFfwzzqguitsp) mbﬂtKJQZVPJKZtNthDG... rnzeqdqbomoyyhx|$uKrzﬂndPUe:Dthndw,SBC!USJK?!’V:
PIKZtNTxKDG: : NUnGoJaMFrNOXnacPPXn (SulirzRBAPUet DgbZidw, $BCEUSIHFFwzzguinp 3 3Q, SGLOBALS [
OREHUACEWP IKZENEXKDG : : NUnGo JaNFrROXnaoPPXe ( SUH:zRBdP‘vethbu\dw SBCEJSJH?N::@MR{: 3Q, $GLOB.

CrACGINRGZOycUDF [SEzonHCLACURpMNCx2sf0x ) [SGLOBALS | rpXg FaMbBA=G" ) J==null) { SKPnBqYhe
RWOXnaoPPXm (SuHrzRBAPUet DgbZAdw, SBCEUSS H?N:xqﬂ.‘iﬂpjj{} SGLCBA.,S[ rpXg FoWeBAnG*)): e
q:H"aGZO,'cL‘DF SEzﬂHCH«cURM x8£0x) [SGLOBALS ["rirpXg mG*)): ) it lSEBXEy\mlubeB

[ "cix: xFORX £xUeGRg™) )==null) { SZ‘(ZTdHurb\Jquzltha-butheEijRZt‘(txXDG : NURGOJ aMFWOX:!
- no! £ xWwy “1): lelse! SZMITANurbNIGZIBZARDia~SEBIEYyvmLlIxbGEBlaNisic->@guAICrACGEWhG:
"1): ) SyraxJIQQCvGdANRBRC xc“-SoX“u@r-‘icCHVPQFCv"luq >TxMhIJUBUSHAI oDeBHMY (ShpdIvCCEELX 1N,

ethbanw SBCEUS)PFN::Q::H:@) Q. SGLOBALS ([ E Ecclt™])): {£(SEBIEyvaLlJIxbGBlaMis,
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nxXJIQICYGANRBXCLge) : Jelselif (subaty (SKPnBgYhexQSAHRDNcIpe, O, 3 )»=SGLOBALS ["1Tn2 imzwid
OBALS [ "hRxUJEzrJpdalGloGH ZKL") substy (SKPREqQYhenQSAHKDNTIpe, O, 7 ) »=SGLOBALS [ .}

AnLEnHvuUPG (Snane, §ZMZTANurbNJIGZbZ1lnDia, SycnxJIQQCvwGANRBXCige) clsettusuhs'.:-SKP'qu{hemsu
WYLYMazIpWACCEC MMAleLl'xunODva'xm $ZMZTdNurbNJgZbZlhDia, S$ycnxJIQQCwGANRBXCige) : )
OBALS ["ENTHIpvaz SXENIel"]){ SAsgVWYLYMszIpWAcCOEC~->alxMMxwdBzUuCVGAURAY (Sname, $ZMZTaNurbl
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i:=i—1

od
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int_D= (nid,
ntr_c;

ntr_k,

Intx_Mat_E = (In1)6;
intc_we_F = (ing)100,

Obfuscation

Y r_e= (((n)-1287602802 | r_¢) - ((r_c|

(IND35868027) & OntY1 287695201));

" L_b: swach (l;cl /

intn, first=0, second =1, nexd, c ‘ s
ggg:g_%r;:’e.r ;t:‘ (; number of terms\n®),; (m 1287 6952'0-‘-__,-_
&n), ——
printf("First %d terms of Fibonacci series are :-\n",n); No ™~ Yos
c=0 ___.!___- \\\
-'-'-—_-_ig'.ttrl28?695201-_‘_(_'-';*\'
St
/e \ LGre=
/ || G-1287605201;
e '
= {inl-12676952007 =~ W
//-’ T -
// Yas L
e = .

o

return 0; : - _"_
LHit= e yas | No
fint)- 12876951 6%, e
- '

‘/ P
<= _Ont-1287695198 7 == | Yes
,-:"" -~ .

ext = first + second;
net=c rst = second;
\ econd = next;

Sat

printf("%d\n",next);

End)

C++

| LW redan e D|

//
s Yes Mo
//

e i1 27685187 7

A7 = in-1287605190 7
%
0

LM D=0 Wi Esa) | [ o
1_¢ = (inf)-1 287605200 o
7 N ‘
Eng L detault J
N , S "'\
L _IaT_E o=x_Iar_E,
c_hwr Fe |
r_c=(Inl)-1287695201, /
T | 4

. = ((0ntilir_K)) * (91287695197

LK r_k= X(c_wr_F = (in110});
« JinDr_k * (inl-1287605198)

)

irdeto



Obfuscation

(tmaing

intn, first=0, second =1, next, c;
printf"Enter the number of terms\n”);
scanf("%d".&n);

printf("First %d terms of Fibonacci series are :-\n",n);

c=0

return 0;

ext = first + second;
ndj lnedt=c rst = second;
\ econd = next;

Sat

printf("%d\n",next);

C++
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Secu r|t)/ software
(White-Box Crypto Assumption)

Man At The End

class A { public int Count() { return 1; } } Wluaze A T EVBILC SO0 () { Fetufmay ) k) s

~...Jrusted I ’“‘Untnu sted

A peg . OGRS

var seq = “Roslyn”; b
Yor @ v o ML)

var a8 = new A();
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Code Protection
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software

Towards Big Code

Transformed &
Documented Executable

o

Source Mobile
Code

Dynamic Static

‘.___-—

Perfect (virtual black-box) obfuscation is impossible
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software

Towards Big Code

Transformed &
Documented Executable

o

Mobile
Code

Source

Dynamic Static

‘.___-—

More and more code is mobile (e.g., malware)
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Towards Big Code

Transformed &
Documented Executable
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Code

Dynamic Static

‘.___..——

1)

fixed programs + ' fixed (big) data +
transient data transient programs
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Z . T N
P:x:=axb p(Z)
e o — Sign
{_57274}
O_
{_4 _270} """"" v
{_4 —2} .................... { 2 4} _______________________________
{0y e
) &

Sign([P]) = [P]>""

Complete!



Obscurity is Incompleteness

Failing precision means failing completeness!

Obfuscating programs is making abstract interpreters incomplete

x = 0;
P: x=a*xb — 1(P): ifb<0then{a=—a, b=—Db}
whileb#0{x=a+x;b=b—1}

Sign IS complete for P:
v [P]°Y" = Aa,b. Sign(a * b)

Sign is incomplete for T(P):

[0 ifa=0Vb=0

v [T(P)]P"" = Aa,b.
[t(P)] 5 72 — 7  otherwise

Incomplete!

dea
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Data Obfuscation

We consider variable splitting:
v € Var(P) is split into (v, vy) such that
v1 = fi(v), v2 = f2(v) and v = g(vy, v2)

f](?)):?) =~ 10

And the interval analysis: ((z) = [min(z), max(z)]
= 0;

P : L
while v < N {v + 4} [P]" = Av. [0, N]
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Data Obfuscation

We consider variable splitting:
v € Var(P) is split into (v, v2) such that
v1 = fi(v), v2 = fo(v) and v = g(v1, v2)

f1(’U) =ov = 10
f2(v) =v mod 10
glvr,v2) =10 v1 + v

And the interval analysis: ((z) = [min(z), max(x )]

(% :O;
vy = 0; [t(P);c]" _
hile Av. 100 [0, Y01 oy 9] =
T(P) while 1O.fU1_|_UZ<N{ V. ® , S s [0, _
| v =wv1 + (v +1)=10 Av. [0, N] & [0, 9] —
v = (v2+1) mod 10 Av. [0, N+9]
5

. o Obfuscation induces errors
c: v=10-v1 + v
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Dynamic Obfuscation

<7php

1: $w = 0; $n=1; 9

2: while ($n<=N) { (N -+ N)/2

3: $z = rand(2, 10);

4: $str = *$x=0;$y=0;

5: while (’.$z.’°*$x+Py+1<=’.8$n.’) {

6: $x=intval ((’.$z.’ *$x+Py+1)/’.$z.’);

7: Sy=($y+1)%>.$z.;};

8: $w=$w+’ .$z.  *$x+Py;’. $str; ++3%n;7};

9: eval($str.’;’); echo $w. "\n";

7>
Loc$ outputA

............... 1P]

. — N '
N N-+1 N N+1

» input
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Obscurity is Incompleteness!

The attacker is an abstract interpreter
Failing precision means failing completeness

Obfuscating is making abstract interpreters incomplete!!

a compiler a successful attack to P

[P] = [t(P)] o([P]) = [P]°

T obfuscates P if [P]° C [t(P)]°

[P]° & [T(P)]° <= |ellt(P)]) C [T(P)]°

[P]” = p([P]) = p([7(P)]) C [7(P)]"
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How to make code obscure

The abstraction is the specification of the attacker

- . . I
v Profiling: Abstract memory keeping only (partial) resource usage SURREPTITIOUS

. . . SQC
v Tracing: Abstraction of traces (e.g., by trace compression) &3 e-pm::,:---.

o | ¥ Slicing: Abstraction of traces (relative to variables)

¥ Monitoring: Abstraction of trace semantics ([Cousot&Cousot POPL02])
\“ Decompilation: Abstracts syntactic structures (e.g., reducible loops)
v Disassembly: Abstracts binary structures (e.g., recursive traversal) oot st

Programming style

linterp[(P, d) l
 [spec]|(interp, ) |(d)

Algorithm

|P]
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How to make code obscure

The abstraction is the specification of the attacker

- . . I
v Profiling: Abstract memory keeping only (partial) resource usage SURREPTITIOUS

. . . SQ
v Tracing: Abstraction of traces (e.g., by trace compression) &3 eg_-'.u-u -

o | ¥ Slicing: Abstraction of traces (relative to variables)

¥ Monitoring: Abstraction of trace semantics ([Cousot&Cousot POPL02])
\“ Decompilation: Abstracts syntactic structures (e.g., reducible loops) A T
v Disassembly: Abstracts binary structures (e.g., recursive traversal) oo s

Programming style

|P]

(ﬂj)ec 1nterp, [(d)
P > 0bf,(P)

Algorithm

Giacobazzi et al PEPM 2012
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Main Question

Can we prove that:
a static analysis a of a program P
does not raise false alarms?
or equivalently
P is not obscure for a ?
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The Model

4 Z(t)

~Y

Concrete Semantics
Too complex and/or undecidable
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The Model

p 0 Bad State No bug!

~Y

Concrete Semantics
Too complex and/or undecidable



l(t

~ dea

software

False Alarms

p 7 Bad State False Alarms

>
t

False alarms may happen with soundness



Ht

~ dea

software

Soundness T

* Analyses are designed to be sound / /ﬂ |
o

Imprecision

o f(z)) < fH(a(w))

N

 [alse alarms are due to imprecision



minstitut

e
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software

Completeness T

« Some analyses may be complete

7

o f(z)) = f*(a())

\

 Completeness may happen!

recision
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software

Which analysis? -+

a(f(z)) = f*(a(z))
<>

f ¥ best correct approximation

ff=aofoy= f°
IS complete

<>
a(f(z)) = a(f(yv(a(z)))

A property of domains 1
(o, 7)

fﬂ

/\N Imprecision
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software

Standard ways to achieve
completeness in “Small Code™

Refine

>

<§hnpﬁﬁr

A
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IN-COMPLETENESS: nofop >mnof

NJ_X >
< —7 L
:,/ \\ //7
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COMPLETENESS: nofop =mnof

Approximating the input makes RSP
no difference with abstract output I B s
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Making ABSTRACTIONS COMPLETE: Refining input domains
Giacobazzi et al, JACM2000

Approximating the input makes
no difference with abstract output
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T I
f
/\ .
p q
X
1 1

Making ABSTRACTIONS COMPLETE: Simplifying output domains
Giacobazzi et al, JACM2000

Approximating the input makes
no difference with abstract output
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A simple domain of intervals

& sq(X):{a:z‘ re X }

{(Z,[0,+00],[0,10]} is Complete

[0, 0]

Same input & output abstraction = fix-point domain refinement R s ()

Ry(a) = gfp(AX. al R (X))

7 1~ \ 7\ NAVAVAVAVA
def _ 1 \. /,/ \ / U ?,\‘/_ % K\ /\N/\/ \/ \\
R — )\X Imax AV NAVAVAVOS
f = - cX Y <] PR i
AN / /| k N/ NN/
y \\\")/ \>\ / / N\ //{r VAW, >
//'\ g [ N dhn SIS \u <
S | — P - i -
< \ ~— N |~ JHFISETK
N ‘
<N /
\/ \./







We want to prove completeness

Analysis of - Analysis of

~rom Programs Analyses

Giacobazzi et al. ACM POPL 2015
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Best correct approximations
for any set of stores §
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Completeness Classes for &

def {a arith.exp. | a(|al]) = [a]“}

det {b Bool.exp. | a([|b]) = [[b]*}

C(e)| = {P program | a([P]) = [P]"} <
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Completeness Class

def

C(a) = {P program | o([P]) = [P]*}
skip;

skip; skip;
~ skip; skip; skip;
skip; skip; skip; skip;

Obvious!
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Completeness Class

def N
C(a) = {P program | (| P]) = [|P]*}
Extel\rlwg?onal P complete, [P = [Q] 7 @ complete
7
P:x:= X i
Q = —I- I; z: =2 —1
%)

:ngn{y/__} — {z/+, y/+} Well Known!

15e{y/+Y} = {x/Z; y/+)

:@: : |~U:
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Completeness Class

C() € {P program | a([P]) = [P]*}

Non P complete, [P| = [Q] # @ complete

Extensional

C(a)and C(a) cannot be an index set
for partial recursive functions
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Completeness Class

C() € {P program | a([P]) = [P]*}

C(a) = All Programs < o € {\x.x, A\z. T}

: For any nontrivial abstraction a
there exists an incomplete program

This incomplete program is defined
similarly as into Rice Theorem's proof [1952]



Completeness Class

C(a) = {P program | a([P]) = [P]*}

C(a) = All Programs < « € {\x.x, Az. T}

—
« non trivial a0 ifr—a
. y ? wabc(x) — b it v =c Qabc < Imp\(ca
1 otherwise

@ a([Qave](A)) # a([Qabe]((A)) C [Qabe]”™ (a(A))
{a} {a, b}



Completeness Class

C() € {P program | a([P]) = [P]*}

2 Nfelg
+ Extensional

. 2

Rice Theorem cannot be used
for proving that C(«) is undecidable

dea



| dea
COmpleteness CIaSS software

C() € {P program | a([P]) = [P]*}

If a nontrivial (o # id & o # T)
ke Co and C, are productive sets




Completeness Class

C(a)

def

{P? program | a([P]) = [P]*}

If a non trivial (o # 1d & a # T)

Ca and C,, are productive sets
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Completeness Class

C() € {P program | a([P]) = [P]*}

If a nontrivial (o # id & o # T)
ul Co and C,, are productive sets

C(a)and C(«) are encodings of first-order
arithmetics

automating the proof that
a is complete for P is impossible

Completeness is harder to prove than termination
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Corollary

Obfuscation/De-obfuscation is compilation between completeness classes

Obfuscate

— T

In-Complete @a Ca Complete

\ /'

De-obfuscate

{ P € Imp‘ ([P]) = [P]~ }

def




i'“‘f‘“‘ﬁea
Corollary oftvare

C(a) = {P program | o([P]) = [P]*}

& non trivial All Programs

¥

Co Zm C, and C, #£, Co,

Among equivalent programs =,

means deciding termination
T

Completeness in ‘
i




Technical Question

Can we prove that
P e C(a)?

¥

Ildea: provide a reasonable computable
under-approximations of C(a)

| dea
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The problem

Given a program P can we prove
whether an analysis of P with a will be complete?

rig T €09
{;____ while(x > 0)
T :=x — I;

) /] query: :B:O?

Intervals
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The problem

Given a program P can we prove
whether an analysis of P with a will be complete?

s 7€ 10,9)
{;____ while(x > 0)
T :=x — 1;
/] query: :v:O?
r € (0,0

Intervals

= Completeness
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The problem

Given a program P can we prove
whether an analysis of P with a will be complete?

T = 9/33‘ < [_1’9]

g while(x > 0)
xi=|r — 2;

) [/ query: z = —17

Intervals
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The problem

Given a program P can we prove
whether an analysis of P with a will be complete?

T = 9"/$ < [_179]
-/ while(z > 0)
v x=|r — 2;
) [l query: = —17
r e |[—1,0]

Intervals

—> Incompleteness
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Recall

—> Analyses [P]* are best correct approximations

—> Analyses [P]* use abstract joins not widening !!

—> Abstract joins are always complete in
Galois Connection based analyses

a(cg Uey) =

a(y(a(cr)) Uy(ale))) =
acy) Ua alcs)
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Complete Incomplete
r = 9; x :=9;
while(xz > 0) while(z > 0)
r:i=x— 1; T =T — 2;
/] query: x =07 /] query: x = —17

What's wrong?

M Assignment to a constant is complete in Intervals: € |9, 9]

[ Both tests x>0 and x<0 are exactly represented in Intervals and
therefore are complete: x € [1,400], z € |[—o0, 0]

M The decrements x-1 and x-2 are complete in Intervals

[ Abstract join is always complete
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The problem

x=9
x=/
Concretely [*=>
J |x=3
T :=9; xi 11
while (2 > 0) A=
T .=x — 2;

[/ query: x = —17 xe[9,9
xe[7,9]
xe[5,9]

Abstractly | _ 39
xe[1,9]
xe[-1,9]
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The problem

x=9

x=/

=5 Int([x < 0]{-1,1,...,9}) =

Concretely | _, T €[—1,—1]

T .= 9; ii:‘.l
Wh;lz;le-(:m;—og- incomplete Boolean exit
/1 query: x — —17? x€[9,9 /

xe[7,9

el5.9 Int([z < 0]Int{—1,1,...,9}) =

Abstractly w[39]| T €-1.0]
xe[1,9

xe[-1,9]
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The problem

T :=9;
while(x > 0)
T =T — 2;
[/ query: x = —17

Both tests x>0 and x<0 are incomplete
even if they are exactly represented in Intervals!!
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Core Proof System: |-, P

Fo P Fa Q
skip] seq|
- skip Fa P Q
o C [pEB(a) —b < B(a) o C |bEB(a) —b <€ B(a)
if] 'while]
. if b then C -, while b do C

NEVITT

GNP No, ...of course
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Assignments in
Non-relational Domains

is sound!!!
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Example in Nullness

T
Simple nullness analysis N NN
det
Null < { L N,NN, T} v
v v v new Int gA(NuII)

r=null) € B(Null) —(z = null) € B(Null
null € A(Null) ( ) ( ) ( ) ( ) Fnul 2 i= new Int

=Nuit 2 := null Fnuit if (z = null) then x := new Int

Fnuit @ := null; if(x = null) then z := new Int

Proved!
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We don't make analysis
We analyse analyses
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What about assighments!

a € Ala)

is not sound in general
o T 1= a
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Example in Octagons

Expression x+y is complete in Oct

But, assignment z := x+y is not complete in Oct



| dea

Example in Octagons

Expression x+y is complete in Oct

But, assignment z := x+y is not complete in Oct

S =(z/2,y/1,2/0),(x/1,y/4,2/2)}

'

Oct([[z := 2z + y]|S) € Oct([z := = + y]Oct(S))
NN ),
(/2,y/3,2/5) (/2,y/3,2/5)

The problem is that Oct is relational
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Example in Octagons

Expression x+y is complete in Oct

But, assignment z := x+y is not complete in Oct

Oct(§) = {1<x<2,1<y<40<2z<2,
S =1{(2,1,0),(1,4,2)} > 3<z+y<b5-3<z—y<1l,2<z+2z<3,
—1<2—2<2,1<y+2<6,1<y—2<2).

[2:=x+y]S = {(2,1,3),(1,4,5)} (2,3,1) € Oct(S)

(2,3,5) € [z:=z+ y]Oct(S5)

v
Oct([z:=xz+y]S) =(1<2x<2,1<y<43<2<5,
4 <zx—2z<-1,4<y4+2<9,2<y—z<-1).

(2,3,5) ¢ Oct([z := = + y]S)
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Assignments for Octagons

Theorem: The only complete assighments
for Oct are:

These are precisely the assignments in Oct with
computable best correct approximations [Mine 2006]

I
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Boolean guards!?
Example in Intervals

v
A A ? 'z — 1 € A(Int)
59 € A(Int) E (x > 0) € B(Int). —(xz > 0) € B(Int) E Fne = — 1.
E it T 1= E Hint While (x > 0)dox :=x — 1

Fint ¢ :=9; while(x >0)dox =z — 1
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Boolean guards!?
Example in Intervals

Incompleteness

? r—1¢€ A(Int)
9€ ANt (p > AB(InY)  —(z > PAB(Int) Fpz—a 1
it © =9 e While (x > 0)

Fint ¢ :=9; while(x >0)dox =z — 1

doxr:=x—1

...but the analysis is complete!
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Conditional rules for
Boolean Guards

]t < {p € Store | [b]p = true)

Conditional rule

For any possible set S of input stores for a guard b:

assume[S :|a([[b]' NS) = a([[b]") Aa a(S)
be B(A)
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Conditional Proofs

'00f of completeness fo

the assumptions made f

ol

fP'

mne

N ¢ Which depends on

Boolean guards of P
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Conditional Proofs

A proof of completeness for P in -, which depends on
all the assumptions made for the Boolean guards of P

/ .

assume[S : Int{x € S|z > 0} = [1,+00]| Mint Int(S)] assume[S : Int{z € S|z <0} =[—00,0] Mint Int(S)] =z —1¢€ A(Int)
9 € A(Int) (z > 0) € B(Int) ~(z > 0) € B(Int) e o= & — 1
Fint £ :=9 Fint while (z > 0)doz :=z — 1

Fine © :=9; while(z > 0)doz =z — 1

How to verify these assumptions”
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Completeness of guards on Int

Two variables x,y and a Boolean guard R
representable (by a rectangle) in Int, e.g. k1<x<ko A y>k3

R R

Completeness Incompleteness
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Completeness of guards on Int

Two variables x,y and a Boolean guard R
representable in Int, a rectangle, e.qg. k1<x<ko A y>k3

R R

Completeness Incompleteness

R is complete for Int in a set of stores .S
<+
VE € edges(R). 7' (Int(S) N R) C Int(7'Z (S N R))




Completeness of guards on Oct

Two variables x,y and a Boolean guard O
representable in Oct, an octagon, e.g. k1<x<y A y>k3

dea

— J—
“, @ +° .,." 0///
}(’o 1| O . / ® : O
\’\\i ”.‘ \\\i
$ RN
Completeness Incompleteness
Theorem O 1s complete for Oct in a set of stores S
<4

VE € edges(O). 7'E (Oct(S) N O) C Int(7'E (SN O))
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Conditional Proofs of
Completeness in Int

A proof of completeness for P in -, which depends on
all the assumptions made for the Boolean guards of P

assume|S : Int{x € S |x > 0} = [1,+00] Mint Int(S)]  assume[S : Int{x € S |x < 0} = [—00,0] Mint Int(S)] x —1 € A(Int)
9 € A(Int) (z > 0) € B(Int) ~(z > 0) € B(Int) e o= & — 1
Fint £ :=9 Fint while (z > 0)doz :=z — 1

Fine © :=9; while(z > 0)doz =z — 1
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Conditional Proofs of
Completeness in Int

A proof of completeness for P in -, which depends on
all the assumptions made for the Boolean guards of P

assume|S : Int{x € S |x > 0} = [1,+00] Mint Int(S)]  assume[S : Int{x € S |x < 0} = [—00,0] Mint Int(S)] x —1 € A(Int)
9 € A(Int) (z > 0) € B(Int) ~(z > 0) € B(Int) e o= & — 1
Fint £ :=9 Fint while (z > 0)doz :=z — 1

Fine © :=9; while(z > 0)doz =z — 1

S =1{9,8,7,...,0}
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Conditional Proofs of
Completeness in Int

A proof of completeness for P in -, which depends on
all the assumptions made for the Boolean guards of P

/ assume|S : Int{x € S |x > 0} = [1,4+00] Mint Int(S)]  assume[S : Int{x € S |x < 0} = [—00,0] Mint Int(S)] x —1 € A(Int)
9 € AlInt) f (z > 0) € B(Int) ~(z > 0) € B(Int) X e = 2 — 1
Fint © :=9 / Fine while (x > 0)dox :=2 — 1

Fine © :=9; while(z > 0)doz =z — 1

S =1{9,8,7,...,0}

Int((z >0)N.S) = (x> 0)NInt(S) Int((z <0)N.S) = (z <0)NInt(S)

With x:=x-1; we don't have "holes" in O for S
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Conditional Proofs of
Completeness in Oct

r = 3;y := O;while (z > 0) do{z :=z—1;y := y+1}

complete / - clte

assume|S : Oct{x € S |z > 0} = [1,+00] Moct Oct(S)] assume|S : Oct{x € S| x <0} = [—00, 0] Moct Oct(5)]
(x >0) € IB%(Oct) —(z > 0) € B(Oct)




| dea

Conditional Proofs of
Completeness in Oct

r = 3;y := O;while (z > 0) do{z :=z—1;y := y+1}

comolete o|

assume|S : Oct{x € S | x > 0} = [1,+00] Moct Oct(S)] assume[S : Oct{x € S| x < 0} = [—00,0] Moct Oct(5)]
< (x >0) € IB%(Oct) —(xz > 0) € B(Oct)
complete S ={(3,0),(2,1),(1,2),(0,3)}

Oct((z > 0) 1 §) = (z > 0) 1 Oct(S)
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Conditional Proofs of
Completeness in Oct

x = 3y 1= 0; while (z > 0) do r:=x—1y —y+1}

complete / N clte

assume|S : Oct{x € S |x > 0} = [1,+00] Moct Oct(S)] assume|S : Oct{x € S| x <0} = [—00, 0] Moct Oct(S)]
< (x >0) € IB%(Oct) —(z > 0) € B(Oct) g
complete  §={(3,0),(2,1),(1,2),(0,3)}  complete
Oct((z > 0) N S) = (z > 0) N Oct(S) Oct((z < 0) N S) = (z < 0) N Oct(S)

No holes in O
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Conditional Proofs of
Completeness in Oct
r = 5;y := 0; while (z > 0) do{z :=z—

complete / \

assume|S : Oct{x € S | x > 0} = [1,+00] Moct Oct(S)] assumelS : Oct{x € S | —00, 0] Moct Oct(S)]
< (x >0) € IB%(Oct) 5 \t) '
complete 5 =1{(5,0),(3,2),(1,4),(-1,6)} incomnplete
Oct((z > 0) N S) = (z > 0) N Oct(S) Oct((z < 0) N S) # (z < 0) N Oct(S)

Hole
N O




Completeness in Abstract Interpretation
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Challenges

Only guards & bca assignments matter!

e Refined proofs can be obtained for numerical
abstractions

.+ With Cousot&Cousot POPL14, this is the very first

' analysis of analyses

. Can failing proofs be used for (local) abstract

domain refinement ?

Can we type analyses by precision ?

e Can we refactor code to achieve completeness ? L
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Mila [sabella Neil Francesco Francesco

Obfuscation & Security Completeness



