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global int len; // length of array

global int array(len) : tasks; // array of tasks

global int next; // position of next available task block
global lock m; // lock protecting next

thread T
local int : ¢; //  position of current task
local int : end; // position of last task in acquired block
// acquire block of tasks
lock(m);
if(next + 10 <= len)
{ ¢ := next; next := next + 10; end := next; }
else
{ ¢ := next; next := next + 10; end := len; }
unlock(m);
//  perform block of tasks
while (¢ < end):
tasks(c] := 0; // mark task c as started
//  work on the task c
tasks(c] := 1; // mark task ¢ as finished
assert(tasks[c] == 1); // mno other thread has started task c
c:=c+ 1;
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thread T:

local int : c; //  position of current task

local int : end; // position of last task in acquired block
// acquire block of tasks

1 lock(m);
2 if(next + 10 <= len)
3 { ¢ := next; next := next + 10; end := next; }
4 else
5 { ¢ := next; next := next + 10; end := len; }
6 unlock(m);
end (1) end (2) end(34) end(35) len
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c(1) c(2) c(3) c(35) next

threads 1,2,...,35
have acquired block of tasks
have not yet started working



proof spaces

® new paradigm for automatic verification
® sequential/concurrent/parametrized programs

® automata



automated verification

termination .........ccceceeeuennes Buchi automata

FECUISION ...oevverevereenneeneennnes nested word automata
CONCUITENCY ....ccceeueernnenee. alternating finite automata
parametrized ..................... predicate automata

proofs that count ............. Petri net C counting automaton
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12 ~| /[*@ requires \true;

13 | @ ensures x> 101 ||\result == 91;
14 | @¥

15 |int fo1(int x);

16

17~ int f91(int x) {

18 if (x> 100)

19 return x -10;

20~ else {

21 return fOL(fOLl(x+11));
22 }

23 |}

24
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Ultimate Result

21 rocedure precondition always holds

21 procedure precondition always holds

13  procedure postcondition always holds
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simplify task for program verification:

| ' Don’t give a proof. )

Show that a proof exists.




automata:
existence of accepting run

inclusion check:
show that, for every word in the given set,
an accepting run exists




simplify task for program verification:
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| Show that,
for every program execution,
a proof exists.




proof spaces

» ® automata from unsatisfiability proofs «

® proof spaces




lo: assume p != 0;

¢:while(n >= 0)

{
52:
if(n == 0)
{
/5 p = O,
t
ly: n-—-—,
}




lo: assume p != O; @

¢,: while(n >= 0) p!=0
{

la: assert p !'= 0O; @ n < o
if(n == 0) n >= 0
i

3 p = 0;
}

ly n-—-—,;




lo: assume p != O; @

¢,: while(n >= 0) p!=0
{
la: assert p !'= 0O; @ n < o
if(n == 0) n >= 0
i
3 p = 0;
}
64: n-—-—,;
}
£5Z

no execution violates assertion = no execution reaches error location
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infeasible trace unsatisfiable formula

==1; x==-13 r=1A2=-1

=1 ; x == -1 ; ¥ =1AN2 =—-1
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automaton constructed from unsatisfiability proof

p!=0
(p !'= 0)
=P > 0)
: i (p == 0)
p==20

accepts all traces with the same unsatisfiability proof
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does a proof exist for every trace?



program P

\
construct A, 1 such that
1. w & .An—|—1
2. Any1 € {infeasible traces }
/ \
Ap C A1 U- w infeasible?
yes \ / no

take w such that

we Ap\A1 U ---

UAn

A 4
P is correct

A 4
P is incorrect
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(n == 0)

(n--)
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automaton constructed from unsatisfiability proof

n == 0
(p !'= 0)
O=pt (n >= 0)
(n == 0)
- (p := 0)
(n--)
(n >= 0)
_ O X \{n—-
\{ } (b == 0)
n > 0

accepts all traces with the same unsatisfiability proof
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does a proof exist for every trace?



program P

\
construct A, 1 such that
1. w & .An—|—1
2. Any1 € {infeasible traces }
/ \
Ap C A1 U- w infeasible?
yes \ / no

take w such that

we Ap\A1 U ---

UAn

A 4
P is correct

A 4
P is incorrect




automata constructed from unsatisfiable core
are not sufficient in general

(verification algorithm not complete)



proof spaces

® automata from unsatisfiability proofs

» ® proof spaces




lg: x := 0;

li: y := 0;
{>: while(nondet) {x++;}
assert(x '= -1); o

assert(y != -1);
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Hoare triples
proving infeasibility :

{ true } x:=0 {x > 0}
{xz >0} y:=0 {z > 0}
{x >0} x++ {x >0}
{x >0} x==-1{ false }

infeasibility < pre/postcondition pair (true, false)



inference rule for sequencing

| {p} s {97
{9} s’ {q}

{p}s;s’{q}




proof space
infinite space of Hoare triples “{pre} trace {post}”

closed under inference rule of sequencing

generated from finite basis of Hoare triples “{pre} stmt {post}”




proof of sample trace:

{ true } x:=0 {x > 0}
{x >0} y:=0 {z >0}
{x >0} x++ {x >0}
{x >0} x==-1{ false }



«ﬁnite basis of Hoare triples “{pre} stmt {post}”

can be obtained from proofs of sample traces

| proof space

infinite space of Hoare triples “{pre} trace {post}” |

closed under inference rule of sequencing




finite basis of Hoare triples “{pre} stmt {post}” —— automaton
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{ true } x:=0 {z >0}
(x>0} yi=0 {z >0} x:=0
{x >0} x++ {x >0} — \G‘D

{x >0} x==-1{ false }

Gr

X++

sequencing of Hoare triples in basis —— run of automaton I




proof space contains “{true} trace {false}:l

| if |

exists sequencing of Hoare triples in basis
if

exists accepting run of automaton

| proof space 4|

infinite space of Hoare triples “{pre} trace {post}”

closed under inference rule of sequencing

'generated from finite basis of Hoare triples “{pre} stmt {post}”




paradigm:

- construct proof space

- check proof space
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inference rule for sequencing

{r} s {q7}
{9} s’ {q}

{p}s;s’{q}




inference rule for parallelism

| {p} s {qa}
P’} s {q7}

{pADP} s {qgnq}

“interference freedom”



inference rule for unbounded number of threads

= {b} s {q}

renaming of thread id’s |

{p’} s’ {q’}

“symmetry”
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thread T:

local int : c; //  position of current task

local int : end; // position of last task in acquired block
// acquire block of tasks

1 lock(m);
2 if(next + 10 <= len)
3 { ¢ := next; next := next + 10; end := next; }
4 else
5 { ¢ := next; next := next + 10; end := len; }
6 unlock(m);
end (1) end (2) end(34) end(35) len
\ \ \ \ \
' ° ° ¥ !
c(1) c(2) c(3) c(35) next

threads 1,2,...,35
have acquired block of tasks
have not yet started working



{true} 7 {end(2) < c(9)}

for given trace 77
(fixed set of threads),
proof

can be

computed

automatically
by SMT solver

{true}

lock(m)

{true}

assume (next + 10 <= len)
{true}

c := next

{true}

next := next + 10
{true}

end := next
{end(2) < next}
unlock(m) ;
{end(2) < next}
lock(m)
{end(2) < next}
assume (next + 10 <= len)
{end(2) < next}

c := next

{end(2) < c(9)}
next := next + 10
{end(2) < c(9)}
end := next
{end(2) < c(9)}
unlock(m)

{end(2) < c(9)}



{true} 7 {end(2) < c(9)}

for given trace 77
(fixed set of threads),
proof

can be

computed

automatically
by SMT solver

{true}

lock(m)

{true}

assume (next + 10 <= len)
{true}

c := next

{true}

next := next + 10
{true}

end := next
{end(2) < next}
unlock(m) ;
{end(2) < next}
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{end(2) < next}
assume (next + 10 <= len)
{end(2) < next}

c := next

{end(2) < c(9)}
next := next + 10
{end(2) < c(9)}
end := next
{end(2) < c(9)}
unlock(m)

{end(2) < c(9)}



{true} 7 {end(2) < c(9)}

for given trace 77
(fixed set of threads),
proof

can be

assembled
automatically

from a basis of
atomic Hoare triples

{true}

lock(m)

{true}

assume (next + 10 <= len)
{true}

c := next

{true}

next := next + 10
{true}

end := next
{end(2) < next}
unlock(m) ;
{end(2) < next}
lock(m)
{end(2) < next}
assume (next + 10 <= len)
{end(2) < next}

c := next

{end(2) < c(9)}
next := next + 10
{end(2) < c(9)}
end := next
{end(2) < c(9)}
unlock(m)

{end(2) < c(9)}



{true}
(c := next: 1)
{c(1) < next}

{end(1) < next}
(c := next:2)

{end(1) < c(2)}

basis for Thread Pooling

{c(1) < next} {true}
(next := next + 10: 1) (end := next: 1)
{c(1) < next} {end(1) < next}
T S How S oy
(assume (next + 10 > len) : 1)  (end := len: 1)
{len < next} {end(1) < next}




‘inference by symmetry

{true}

lock(m)

{true}

assume (next + 10 <= len)
{true}

C := neXxt

{true}

next :=mnext + 10

| {true}
} end := next

‘unlock(m);
{end(2) < next}

12



basis for Thread Pooling

{true} {c(1) < next} {true}
(¢ := next: 1) (next := next + 10: 1) (end := next: 1)
¢ {c(1) < next} | {c(1) < next} {end(1) < next}

{end(1) < next} {true} {len < next}
(c := next:2) (assume(next + 10 > len) : 1)  (end := len: 1)
{end(1) < c(2)} {len < next} {end(1) < next}




inference by symmetry

{end(2) < next}
lock (m) : 9
{end(2) < next}
assume(next + 10 <= len) :9
gw{éhd(éjé?ﬂéxf}%qﬂwmwﬂuﬂwh-ﬂwui
; c := next : 9 i
5f {end(2) < c(9)} f
T
{end(2) < c(9)}
end := next : 9
{end(2) < ¢(9)}
unlock (m) : 9
{end(2) < c(9)}

(“rename 2/1 and 9/2”)




basis for Thread Pooling

{true} {c(1) < next} {true}
(c := next: 1) (next := next + 10: 1) (end := next: 1)
{c(1) < next} {c(1) < next} {end(1) < next}

' {end(1) < next} | {true} {len < next}
(c := next:?2) (assume (next + 10 > len) : 1)  (end := len: 1)
{end(1) < c(2)} {len < next} {end(1) < next}



| proof space
infinite space of Hoare triples “{pre} trace {post}”

closed under inference rules of sequencing,
conjunction, symmetry

generated from finite basis of Hoare triples “Ipre} stmt {post}”




paradigm:

- construct proof space

- check proof space




simplify task for program verification:

| ' Don’t give a proof. )

Show that a proof exists.




automata:
existence of accepting run

inclusion check:
show that, for every word in the given set,
an accepting run exists




simplify task for program verification:

= _—ﬂ

| Show that,
for every program execution,
a proof exists.
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