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TLS standards, some implementations

Crypto
C: 160K LoC Asm: 150K LoC

TLS Protocol: 40K LoC

OpenSSL

Crypto
C: 100K LoC Asm: 60K LoC

TLS Protocol: 30K LoC

BoringSSL

~100
pages

Lines-of-Code
measured with
SLOCCount
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Verifying cryptography

• Popular algorithms
• symmetric (shared key): AES, ChaCha20, …
• hashes and MACs: SHA, HMAC, Poly1305, …

• combined symmetric+MAC (AEAD): AES-GCM, …
• public key and signatures: RSA, Elliptic curve, …

• Verification goals:
• safety
• implementation meets specification
• avoid side channels
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AES-GCM add, mul, mod

modx128 + x7 + x2 + x + 1

x254 +       ….      + 1

(demo: F* and Vale operations on polynomials)
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Verification condition

procedure Triple()
requires rax < 100;
ensures

rbx == 3 * rax;
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Move(rbx, rax); // --> rbx1
Add(rax, rbx);    // --> rax2
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rbx3 == 3 * rax0)))
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States, lemmas

[Mov(r1, r0),
Add(r1, r0),
Add(r1, r1)]

lemma_mov(…);
lemma_add(…);
lemma_add(…);

lemma_add (...)...
requires ...

s1.ok /\
valid_operand s1 dst /\
valid_operand s1 src /\
(   eval_operand s1 dst
+ eval_operand s1 src  ) < 264

ensures ...
s2.ok /\
s2 == (...framing... s1) /\
eval_operand s2 dst ==

(  eval_operand s1 dst,
+ eval_operand s1 src)



States, lemmas

[Mov(r1, r0),
Add(r1, r0),
Add(r1, r1)]

lemma_mov(…);
lemma_add(…);
lemma_add(…);

lemma_add (...)...
requires ...

s1.ok /\
valid_operand s1 dst /\
valid_operand s1 src /\
(   eval_operand s1 dst
+ eval_operand s1 src  ) < 264

ensures ...
s2.ok /\
s2 == (...framing... s1) /\
eval_operand s2 dst ==

(  eval_operand s1 dst,
+ eval_operand s1 src)

s1 : state
s2 : state
type state = {

ok:bool;
regs:regs;
flags:nat64;
mem:mem;

}



Ugh!  Default SMT query looks awful!
verification condition we want:
……………………….   (rax2 == rax0+ rbx1 ==>
rbx1 + rax2 < 264 ………………………………….

verification condition we get:
…
(forall (ghost_result_0:(state * fuel)).

(let (s3, fc3) = ghost_result_0 in
eval_code (Ins (Add64 (OReg (Rax)) (OReg (Rbx)))) fc3 s2 == Some s3 /\
eval_operand (OReg Rax) s3 == eval_operand (OReg Rax) s2 + eval_operand (OReg Rbx) s2 /\
s3 == update_state (OReg Rax).r s3 s2) ==>

lemma_Add s2 (OReg Rax) (OReg Rbx) == ghost_result_0 ==>
(forall (s3:state) (fc3:fuel). lemma_Add s2 (OReg Rax) (OReg Rbx) == Mktuple2 s3 fc3 ==>

Cons? codes_Triple.tl /\
(forall (any_result0:list code). codes_Triple.tl == any_result0 ==>

(forall (any_result1:list code). codes_Triple.tl.tl == any_result1 ==>
OReg? (OReg Rbx) /\ eval_operand (OReg Rbx) s3 + eval_operand (OReg Rax) s3 < 264

...
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Our own Vale
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procedure Triple() …
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Automated vs. expressive
"Automated reasoning systems typically fall in one of two classes: those 
that provide powerful automation for an impoverished logic, and 
others that feature expressive logics but only limited automation.  PVS 
attempts to tread the middle ground between these two classes..."

- PVS: A Prototype Verification System (Shankar et al, 1992)
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type nat10 = x:int{0 <= x /\ x < 10}
type nat20 = x:int{0 <= x /\ x < 20}

let f (x:nat20) = ...
let g (x:nat10) = f x

• higher-order logic
• tactics (as of 2017)
• full dependent types (as of 2015)
• interpreter in type checker

(computation on terms)

let f (b:bool):(if b then int else bool)
= if b then 5 else true

let x:int = f true

F* interpreter (not Z3):
(if true then int else bool) ® int

ask Z3 to prove:
(0 <= x /\ x < 10) ==>
(0 <= x /\ x < 20)

Automated vs. expressive
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verification condition we want:
…………………(rax2 == rax0+ rbx1 ==>
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Our own Vale
VC generator,
written in F*,
run by F*'s interpreter

procedure Triple() …
…

A big string?
A datatype:

type quickCode = ...
type quickCodes =
| QEmpty
| QSeq of quickCode * quickCodes ...
| QLemma of ... (Lemma pre post) * ...

Like our earlier code AST,
but with assertions, lemma calls,
ghost variables, etc.

A big string?
A datatype?

An F* term:
(forall rbx1. rbx1 == rax0 ==>

rax0 + rbx1 < 264 /\
(forall rax2. rax2 == rax0+ rbx1 ==>

rbx1 + rax2 < 264 /\ …



procedure Triple() …{
mov(rbx, rax);
lemma_two_plus_two_is_four();
add(rax, rbx);
add(rbx, rax);

}

VC generator definition (in F*)

let rec vc_gen (cs:list code) (qcs:quickCodes cs) (k:state -> Type) : state -> Type =
fun (s0:state) ->
match qcs with
| QEmpty -> k s0
| QSeq qc qcs' -> qc.wp (vc_gen cs.tl qcs' k) s0
| QLemma pre post lem qcs' -> pre /\ (post ==> vc_gen cs qcs' k s0)

(QSeq (qc_mov Rbx Rax)
(QLemma True (2+2==4) lemma_two_plus_to_is_four
(QSeq (qc_add Rax Rbx)

(QSeq (qc_add Rbx Rax)
(QEmpty))))
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Verification
performance
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Conclusions

• We've verified fast assembly language crypto implementations: 
• SHA
• Poly1305
• AES-GCM

• F* is extensible via normalization, dependent types, …
• We wrote our own domain-specific VC generator
• We proved it sound
• We run it from with F*'s type checker, and verification is fast

https://project-everest.github.io/

https://project-everest.github.io/

