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Probabilistic + Symbolic @SRI



Probabilistic + Symbolic @SRI

def main() {
p := Uniform(0,1);
r := [1,1,0,1,0];
for  i in [0..r.len] 
observe(Bern(p) == r[i]);
return p;
}
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Attacks on Deep Learning



Trusted Deep Learning
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DL2: Querying Neural Networks

Deep Learning 
Query Engine
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Query Engine

DL2: Querying Neural Networks



𝜙

Deep Learning  
+ Logic Training

𝜙

DL2: Training Neural Networks with Logic



DL2: Bridge Logic and Differentiable Loss

x - y 3       
y 8           
y 2           
x + y 13      
x + y 5       
x 1           
x – y -5      
x 7

Formula is 
SAT here x

y𝜙 T(𝜙)

∀x, if T(𝜙)(x) = 0 then x satisfies 𝜙

loss

x
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Trusted Deep Learning
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Step 1: Define the Attacker Formally

∞



Attacker region:

𝑥 = 0
𝑥ଵ = 0.975 + 0.025𝜖ଵ 
𝑥ଶ = 0.125
…
𝑥଼ସ = 0.938 + 0.062𝜖଼ସ 
∀𝑖. 𝜖 ∈ [0,1]

Captures 
the attack

Step 1: Define the Attacker Formally



...

Output constraint 𝜑

𝑥 = 0
𝑥ଵ = 2.60 + 0.015𝜖 + 0.023𝜖ଵ + 5.181𝜖ଶ + ⋯
𝑥ଶ = 4.63 − 0.005𝜖 − 0.006𝜖ଵ + 0.023𝜖ଶ + ⋯
…
𝑥ଽ = 0.12 − 0.125𝜖 + 0.102𝜖ଵ + 3.012𝜖ଶ + ⋯
∀𝑖. 𝜖 ∈ [0,1]

Attacker region:

𝑥 = 0
𝑥ଵ = 0.975 + 0.025𝜖ଵ 
𝑥ଶ = 0.125
…
𝑥଼ସ = 0.938 + 0.062𝜖଼ସ 
∀𝑖. 𝜖 ∈ [0,1]

Captures 
the attack

All possible output 
distributions

Label 𝑖 is possible iff: 𝜑 ⊓ {∀𝑗. 𝑥 ≥ 𝑥} ≠⊥

Step 2: Prove absence of attack 



Analysis Trade-offs: Precision vs. Scalability

(with Gehr, Mirman, Drachsler-Cohen, Tsankov, Chaudhuri)

(with Singh, Gehr, Mirman, Pueschel)

(with Singh, Gehr, Pueschel)

(with Singh, Gehr, Pueschel)



Using AI to Train Robust Deep Learning
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Challenges and Open Problems

L0,  L1,  L∞


