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Fuzzing

Random Testing at the System Level
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Fuzzing

Random Testing at the System Level

"ab'd&gfdfggqg” grep+shesed... 25%-33%




Grammar Fuzzing

e Suppose you want to test a parser —
to compile and execute a program

e To get deep into the program, you need
syntactically correct inputs

Parser



LangFuzz (2012)

e Fuzztester for JavaScript and
other languages

e Uses a full-fledged grammar to
generate inputs

e Uses grammar
to parse existing inputs




JavaScript Grammar

If Statement

IfStatementfull =
if ParenthesizedExpression Statementfu!

| if ParenthesizedExpression Statementnoshortif el se Statement!
IfStatementnroshortif = i £ ParenthesizedExpression Statementroshortif el se StatementnoShortif

Switch Statement

SwitchStatement =
switch Parenthesized Expression { }
| switch ParenthesizedExpression { CaseGroups LastCaseGroup }
CaseGroups =
«empty»
| CaseGroups CaseGroup
CaseGroup = CaseGuards BlockStatementsPrefix




A Generated Input

rvar haystack = "foo";

»var re_text = ""foo'";
shaystack += "x";

sre_text +="(x)";

svar re = new RegExp(re_text);
sre. test (haystack);
7RegExp.input = Number();

s print (RegExp.$1);




# defects UZZing JavaScript

Google V8
(Chrome™| 0 Beta)

Lo

Mozilla TM
(Firefox 4 Beta)

18 Chromium Security Rewards
12 Mozilla Security Bug Bounty Awards

in 9 months

0 2 4 6 8 10

# days



Learning Grammars

If Statement

IfStatementfull =
if ParenthesizedExpress

| if ParenthesizedExpress
IfStatementnoshortif = i £ Pa

Switch Statement

felse StatementnoShortif

SwitchStatement =
switch Parenthesized Ex
| switch ParenthesizedEx
CaseGroups =
«empty»
| CaseGroups CaseGroup
CaseGroup = CaseGuards BlockStatementsPrefix




Learning Grammars

Let us characterize program behavior
via its input/output language

Assume |/O is a stream of characters (symbols)

Assume we can characterize this stream
via a formal language - regular expressions, grammars

We want to learn such a language from the program



Learning Grammars

http://user:pass@www.google.com:80/path

A 4

@AndreasZeller



Learning Grammars

://user:.pass@www.google.com:80/path

http — protocol



Learning Grammars

//user:pass@ : 80/ path

http — protocol

www . google.com — host name



Learning Grammars

//user:pass@ . /path

http — protocol
www . google.com — host name

30 — port



Learning Grammars

// : @ . /path

http — protocol
www . google.com — host name
30 ~ port

user pass - login



Learning Grammars

// : @ : 80/

http — protocol
www . google.com — host name
30 — port

user pass - login

path — page request



Learning Grammars

http — protocol

www . google.com — host name

30 ~ port
user pass - login
path — page request

// @ : / — terminals



Learning Grammars

http

— protocol

www . google.com — host name

30

user pass

path

/)

@

/

— port
- login
— page request

— terminals

processed in
different
functions

stored in
different
variables



Tracking Input

We track input characters throughout program
execution:

1. Dynamic tainting labels all characters read
(and derived values) with their origin

2. Recognizing inputs checks string variables
whether they hold input fragments (simpler)



Grammar Inference

e Start with grammar SSTART ::= input

$START ::= http://user:pass@www.google.com:80/path#ref



Grammar Inference

e Foreach (var, value) we find during execution,
where value is a substring of input:

1. Replace all occurrences of value by $VAR
2. Add a new rule $SVAR ::=value

$START ::= http://user:pass@www.google.com:80/path#ref
fragment = 'ref’

url = "/path’

path = '/path’

scheme = 'http'

netloc = 'user:pass@www.google.com:80"



Grammar Inference

e Foreach (var, value) we find during execution,
where value is a substring of input:

1. Replace all occurrences of value by $VAR
2. Add a new rule $SVAR ::=value

$START ::= http://$NETLOC/path#ref
$NETLOC ::= user:pass@www.google.com:80
fragment = 'ref’

url = '/path'’

path = "/path’
scheme = 'http'



Grammar Inference

e Foreach (var, value) we find during execution,
where value is a substring of input:

1. Replace all occurrences of value by $VAR
2. Add a new rule $SVAR ::=value

$START ::= $SCHEME://$NETLOC/path#ref
$NETLOC ::= user:pass@www.google.com:80
$SCHEME ::= http

fragment = 'ref’

url = '/path'

path = "/path’


mailto:pass@www.google.com

Grammar Inference

e Foreach (var, value) we find during execution,
where value is a substring of input:

1. Replace all occurrences of value by $VAR
2. Add a new rule $SVAR ::=value

$START ::= $SCHEME://$NETLOC$PATH#ref
$NETLOC ::= user:pass@www.google.com:80
$SCHEME ::= http

$PATH ::= /path

fragment = 'ref’

url = '/path’


mailto:pass@www.google.com

Grammar Inference

e Foreach (var, value) we find during execution,
where value is a substring of input:

1. Replace all occurrences of value by $VAR
2. Add a new rule $SVAR ::=value

$START ::= $SCHEME://$NETLOCSPATH#$FRAGMENT
$NETLOC ::= user:pass@www.google.com:80
$SCHEME ::= http

$PATH ::= /path

$FRAGMENT ::= ref

url = '/path’


mailto:pass@www.google.com

Grammar Inference

e Foreach (var, value) we find during execution,
where value is a substring of input:

1. Replace all occurrences of value by $VAR
2. Add a new rule $SVAR ::=value

$START ::= $SCHEME://$NETLOCSPATH#$FRAGMENT
$NETLOC ::= user:pass@www.google.com:80
$SCHEME ::= http

$PATH ::= $URL

$FRAGMENT ::= ref

$URL ::= /path


mailto:pass@www.google.com




AUTOGRAM

AUTOGRAM: a grammar miner for Java programs
Uses active learning to infer

e repetitions

e optional parts

e common elements (humbers, identifiers...)

Héschele, Zeller: "Mining Input Grammars from Dynamic Taints’, ASE 2016



URLs

http://user:password@www.google.com:80/command?foo=bar&lorem=1ipsum#fragment
http://www.qguardian.co.uk/sports/worldcup#results
ftp://bob:12345@ftp.example.com/oss/debian7.1iso

\ 4

URL ::= PROTOCOL '://' AUTHORITY PATH ['?' QUERY] ['#' REF]
AUTHORITY ::= [USERINFO '@'] HOST [':' PORT]

PROTOCOL ::= "http' | 'ftp’

USERINFO ::= /la-z]+:[a-z]+/

HOST ::= /[a -Z.]+/

PORT ::= '80"

PATH ::= /\/[a-z0-9.\/]*/

QUERY ::= 'foo=bar&lorem=ipsum’

REF ::= /[a-z]+/



[Application]

Version = 0.5

WorkingDir = /tmp/mydir/
[User]

User = Bob

Password = 12345

INI Files

INI ::= LINE+
LINE ::= SECTION LINE '\r'

| OPTION_LINE ['\r']
SECTION LINE ::= '[' KEY ']
OPTION LINE ::= KEY ' = ' VALUE
KEY ::= /la-zA-Z]x/

VALUE ::= /la-zA-Z0-9\/]/



JSON Input

JSON ::= VALUE
VALUE ::= JSONOBJECT | ARRAY | STRINGVALUE |
TRUE | FALSE | NULL | NUMBER

TRUE ::= "true’
FALSE ::= ’'false’
NULL ::= "null’

"V": true’ NUMBER ::= [’—’] /[@‘9]"‘/

Hy. og » STRINGVALUE ::= '"’ INTERNALSTRING "’

. ' INTERNALSTRING ::= /[a-zA-Z0-9 ]+/

y i —30, ARRAY ::= '[’

[VALUE [’,’ VALUE]+]
I]l

JSONOBJECT ::= '{’
[STRINGVALUE ':’ VALUE
[, " STRINGVALUE ':’ VALUE]
+ ]

I}I



Testing with Mined Grammars

“ »

S 2 ) 4

‘

@AndreasZeller




Testing with Mined Grammars
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Sample-Free Grammar Learning
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@AndreasZeller

Test Generator




Sample-Free Grammar Learning

Test Generator

But tArs 15 whdd we ward o beild in the £1rSE place !



Sample-Free Grammar Learning
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@AndreasZeller

Parser-Directed

Test Generator




Dynamic Checks

»
X

— checks for digit

— checks for "true"/"false"
— checks for ™

— checks for [

— checks for '{’

Parser-Directed

Test Generator

Xyzzy

@AndreasZeller



Dynamic Checks

»
%

Parser-Directed

Test Generator

@AndreasZeller



Dynamic Checks

»
%

— checks for digit

— checks for "true"/"false"
— checks for ™

— checks for [

— checks for '{’

Parser-Directed

Test Generator

@AndreasZeller



Learning Behavior

»

v

— checks for digit

— checks for "true"/"false"
— checks for ™

— checks for [

— checks for '{’

Parser-Directed

Test Generator

@AndreasZeller



Dynamic Checks

»
%

— checks for digit

— checks for "true"/"false"
— checks for ™

— checks for [’

— checks for '{’

Parser-Directed

Test Generator

@AndreasZeller



Dynamic Checks

»
%

Parser-Directed

Test Generator

true

@AndreasZeller



Dynamic Checks

»
%

Parser-Directed

Test Generator

false

@AndreasZeller



Dynamic Checks

»
%

— checks for digit

— checks for "true"/"false"
— checks for ™

— checks for [’

— checks for '{’

Parser-Directed

Test Generator

false

@AndreasZeller



Dynamic Checks

»
%

— checks for digit

— checks for "true"/"false"
— checks for ™

— checks for [’

— checks for '{’

Parser-Directed

Test Generator

false

@AndreasZeller



Dynamic Checks

»
X

Parser-Directed

Test Generator

— checks for
— checks for '\
— checks for character

@AndreasZeller



Dynamic Checks

»
%

Parser-Directed

Test Generator

@AndreasZeller



Learning JSON

JSON ::= VALUE
VALUE ::= JSONOBJECT | ARRAY | STRINGVALUE |
TRUE | FALSE | NULL | NUMBER
TRUE ::= "true’
FALSE ::= ’'false’
NULL ::= "null’
: NUMBER ::= ['-"'] /[0-9]+/

Parser-Directed STRINGVALUE ::= "’ INTERNALSTRING '™

Test Generator INTERNALSTRING ::= /[a-zA-Z0-9 ]1+/
ARRAY ::= " [’

[VALUE [’,’ VALUE]+]
I]l

JSONOBJECT ::= '{’
[STRINGVALUE ':’ VALUE
[, " STRINGVALUE ':’ VALUE]
+ ]

I}I



All in One

PYGMALION prototype for Python programs

Program
f’ Under Test\

Tests Compar/sons Dynamic Taints

\ Parser Directed __ Inputs + ;.
Test Generator Equivalence Classes

Gopinath, Mathis, Héschele, Kampmann, Zeller: "Sample-Free Learning of Input Grammars”

Grammar
Learner




Initial Evaluation

ettt on—based constrant-based

lest 3@/73)‘@5 o lest 3@/7&/‘@2‘ o

@AndreasZeller



Initial Evaluation

Pygmalion  AFL

ettt on—based constrant-based

lest 3@/7@)‘@5 o lest 3@/7&/‘@2‘ o

@AndreasZeller



Initial Evaluation

Pygmalion

FUNS OP Pyé/'[on Prograrts FLlH ON e?a/\/a/ ent C Prograrts

/\/ o Seed /npaZ‘\S £or any Zoo/
@AndreasZeller



Testing with Inferred Grammars

PYGMALION prototype for Python programs

Program
f’ Under Test\

Tests Compar/sons Dynamic Taints
kParser Directed ___ Inputs + &» Grammar
Test Generator Equivalence Classes Learner

Perfect coverage, much faster than AFL, much better structure than KLEE

Gopinath, Mathis, Hoéschele, Kampmann, Zeller: "Sample-Free Learning of Input Grammars”



Test Generation Compared

AFL
Lo CO\/e/‘age y few valid /an(Z‘S

7op Coverage, bet flad inputs

Pygmalion [false ,[{ "o0":{ , "$dYPrlj@7BR":
397 [+ ]"SI|+14GzCW(CC":-94}} |,
| false,null]]

7nop ca/erage ) a/eep SCructure ) control



Findings

AFL is great for covering error-handling code
Pygmalion and KLEE both achieve top coverage
~75% of inputs generated by Pygmalion are valid
Pygmalion exercises far more input combinations

Grammars give you control over what you want to test



Challenges

Implicit information flow
Generated scanners and parsers

Context-sensitive features
Binary formats, identifiers

R. Gopinath

é. Mathis N. Havrikov

g P &

A. Kampann E. Soremekun r K. Jamrozik M. Mera

Scale and applicability
Port Pygmalion to C (2019)

Teach this!
Book "Generating Software Tests"



= Generating Software Tests f « i= About this Book « &) Resources ® Share « © Help ~

Generating Software Tests

Breaking Software for Fun and Profit
by Andreas Zeller, Rahul Gopinath, Marcel Bohme, Gordon Fraser, and Christian Holler

About this Book

Welcome to "Generating Software Tests"! Software has bugs, and catching bugs can involve lots of effort. This book addresses this problem by
automating software testing, specifically by generating tests automatically. Recent years have seen the development of novel techniques that lead
to dramatic improvements in test generation and software testing. They now are mature enough to be assembled in a bock - even with
executable code.

A Textbook for Paper, Screen, and Keyboard

You can use this book in three ways:

¢ You can read chapters in your browser. Check out the list of chapters in the menu above, or start right away with the introduction to
testing or the introduction to fuzzing. All code is available for download.

* You can interact with chapters as Jupyter Notebooks (beta). This allows you edit and extend the code, experimenting five in your browser.
Simply select "Resources — Edit as Notebook" at the top of each chapter. Try interacting with the introduction to fuzzing.

¢ You can present chapters as slides. This allows for presenting the material in lectures. Just select "Resources — View slides" at the top of
each chapter. Try viewing the slides for the introduction to fuzzing.

Who this Book is for

This work is designed as a textbook for a course in software testing; as supplementary materialin a software testing or software engineering
course; and as a resource for software developers. We cover random fuzzing, mutation-based fuzzing, grammar-based test generation, symbolic
testing, and much more, illustrating all techniques with code examples that you can try out yourself.

@AndreasZeller






Parser-Directed Testing

»
‘

Test Generation Compared

Parser-Directed

Test Generator

AFL
Low CLO\/erdge ) Ffeco valid /‘npaZ‘S
7op coverage, bud Flad inputs
Pygmalion [false ,[{ "o":{ , "$dYPrl1j@?BR":
397 [+ ]"SI+I4GzCW(C":—94}} 1,
[false,null]]

7”0p Coverdage, a/eep S z‘racz‘are, control/

e Implicit information flow

e Context-sensitive features R.Gopinath

e Scale and Applicability

Learning Grammars

http://user:password@www.google.com:80/command?foo=bar&lorem=ipsum#fragment
http://www.guardian.co.uk/sports/worldcup#results
ftp://bob:12345@ftp.example.com/oss/debian7.1iso

\ 4

URL ::= PROTOCOL '://' AUTHORITY PATH ['?' QUERY] ['#' REF]
AUTHORITY ::= [USERINFO '@'] HOST [':' PORT]

PROTOCOL ::= 'http' | 'ftp'

USERINFO ::= /[a-z]+:[a-z]+/

HOST ::= /[a -z.]+/

PORT ::= '80'

PATH ::= /\/[a-z0-9.\/]*/

Héschele, Zeller: "Mining Input Grammars

o — 1 —_ — 1 !
QUERY ::= 'foo=bar&lorem=1ipsum from Dynamic Taints'; ASE 2016

REF ::= /[a-z]+/

Challenges

generated scanners and parsers

binary formats, identifiers

port Pygmalion to C (this Fall) A ampmonn

https://github.com/vrthra/pygmalion


http://www.st.cs.uni-saarland.de/models/autogram

