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Fuzzing 
Random Testing at the System Level
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Fuzzer

Fuzzing 
Random Testing at the System Level

UNIX utilities

“ab’d&gfdfggg” 25%–33%grep • sh • sed …
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Grammar Fuzzing
• Suppose you want to test a parser –  

to compile and execute a program 

• To get deep into the program, you need 
syntactically correct inputs

Parser



LangFuzz (2012)

• Fuzz tester for JavaScript and 
other languages 

• Uses a full-fledged grammar to 
generate inputs 

• Uses grammar 
to parse existing inputs



JavaScript Grammar
If Statement
IfStatementfull ⇒
   if ParenthesizedExpression Statementfull
|  if ParenthesizedExpression StatementnoShortIf else Statementfull
IfStatementnoShortIf ⇒ if ParenthesizedExpression StatementnoShortIf else StatementnoShortIf
Switch Statement

SwitchStatement ⇒
   switch ParenthesizedExpression { }
|  switch ParenthesizedExpression { CaseGroups LastCaseGroup }
CaseGroups ⇒
   «empty»
|  CaseGroups CaseGroup
CaseGroup ⇒ CaseGuards BlockStatementsPrefix
LastCaseGroup ⇒ CaseGuards BlockStatements



Parser

A Generated Input

LangFuzz
Sample 
Code

Test 
Suite

Mutated
Test

Language
Grammar

Phase III
Feed test case into 

interpreter, check for 
crashes and assertions

Phase II
LangFuzz generated  
(mutated) test cases

Phase I
Learning code 

fragments from sample
code and test suite

Figure 1: LangFuzz workflow. Using a language gram-
mar, LangFuzz parses code fragments from sample code
and test cases from a test suite, and mutates the test cases
to incorporate these fragments. The resulting code is
then passed to the interpreter for execution.

valuable, as expressed by the 50.000$ bug bounties they
raised. Nearly all the detected bugs are memory safety
issues. At the same time, the approach can generically
handle arbitrary grammars, as long as they are weakly
typed: applied on the PHP interpreter, it discovered 18
new defects. All generated inputs are semantically cor-
rect and can be executed by the respective interpreters.

Figure 1 describes the structure of LangFuzz. The
framework requires three basic input sources: a language
grammar to be able to parse and generate code artifacts,
sample code used to learn language fragments, and a test
suite used for code mutation. Many test cases contain
code fragments that triggered past bugs. The test suite
can be used as sample code as well as mutation basis.
LangFuzz then generates new test cases using code mu-
tation and code generation strategies before passing the
generated test cases to a test driver executing the test
case—e.g. passing the generated code to an interpreter.

As an example of a generated test case exposing a se-
curity violation, consider Figure 2 that shows a secu-
rity issue in Mozzila’s JavaScript engine. RegExp.$1
(Line 8) is a pointer to the first grouped regular expres-
sion match. This memory area can be altered by setting
a new input (Line 7). An attacker could use the pointer
to arbitrarily access memory contents. In this test case,
Lines 7 and 8 are newly generated by LangFuzz, whereas
Lines 1–6 stem from an existing test case.

The remainder of this paper is organized as follows.
Section 2 discusses the state of the art in fuzz testing
and provides fundamental definitions. Section 3 presents
how LangFuzz works, from code generation to actual
test execution; Section 4 details the actual implemen-
tation. Section 5 discusses our evaluation setup, where
we compare LangFuzz against jsfunfuzz and show that
LangFuzz detects several issues which jsfunfuzz misses.
Section 6 describes the application of LangFuzz on PHP.

1 var haystack = "foo";
2 var re text = "^foo";
3 haystack += "x";
4 re text += "(x)";
5 var re = new RegExp(re text);
6 re. test (haystack);
7 RegExp.input = Number();
8 print(RegExp.$1);

Figure 2: Test case generated by LangFuzz, crashing the
JavaScript interpreter when executing Line 8. The static
access of RegExp is deprecated but valid. Reported as
Mozilla bug 610223 [1].

Section 7 discusses threats to validity, and Section 8
closes with conclusion and future work.

2 Background

2.1 Previous Work

“Fuzz testing” was introduced in 1972 by Purdom [16].
It is one of the first attempts to automatically test a parser
using the grammar it is based on. We especially adapted
Purdom’s idea of the “Shortest Terminal String Algo-
rithm” for LangFuzz. In 1990, Miller et al. [10] were
among the first to apply fuzz testing to real world appli-
cations. In their study, the authors used random gener-
ated program inputs to test various UNIX utilities. Since
then, the technique of fuzz testing has been used in many
different areas such as protocol testing [6,18], file format
testing [19, 20], or mutation of valid input [14, 20].

Most relevant for this paper are earlier studies on
grammar-based fuzz testing and test generations for com-
piler and interpreters. In 2005, Lindig [8] generated code
to specifically stress the C calling convention and check
the results later. In his work, the generator also uses re-
cursion on a small grammar combined with a fixed test
generation scheme. Molnar et al. [12] presented a tool
called SmartFuzz which uses symbolic execution to trig-
ger integer related problems (overflows, wrong conver-
sion, signedness problems, etc.) in x86 binaries. In 2011,
Yang et al. [22] presented CSmith—a language-specific
fuzzer operating on the C programming language gram-
mar. CSmith is a pure generator-based fuzzer generat-
ing C programs for testing compilers and is based on
earlier work of the same authors and on the random C
program generator published by Turner [21]. In contrast
to LangFuzz, CSmith aims to target correctness bugs in-
stead of security bugs. Similar to our work, CSmith ran-
domly uses productions from its built-in C grammar to
create a program. In contrast to LangFuzz, their gram-
mar has non-uniform probability annotations. Further-
more, they already introduce semantic rules during their

2
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Learning Grammars
If Statement
IfStatementfull ⇒
   if ParenthesizedExpression Statementfull
|  if ParenthesizedExpression StatementnoShortIf else Statementfull
IfStatementnoShortIf ⇒ if ParenthesizedExpression StatementnoShortIf else StatementnoShortIf
Switch Statement

SwitchStatement ⇒
   switch ParenthesizedExpression { }
|  switch ParenthesizedExpression { CaseGroups LastCaseGroup }
CaseGroups ⇒
   «empty»
|  CaseGroups CaseGroup
CaseGroup ⇒ CaseGuards BlockStatementsPrefix
LastCaseGroup ⇒ CaseGuards BlockStatements
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Learning Grammars

• Let us characterize program behavior 
via its input/output language 

• Assume I/O is a stream of characters (symbols) 

• Assume we can characterize this stream 
via a formal language – regular expressions, grammars 

• We want to learn such a language from the program
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http:// @user:pass www.google.com:80 path/

Learning Grammars
http:// @user:pass www.google.com:80 path/

Program
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http:// @user:pass www.google.com:80 path/

Learning Grammars

http

:// @user:pass www.google.com:80 path/

– protocol
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http:// @user:pass www.google.com:80 path/

Learning Grammars

http

:// @user:pass

www.google.com

:80 path/

– protocol
– host name
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http:// @user:pass www.google.com:80 path/

Learning Grammars

http

:// @user:pass

www.google.com

:

80

path/

– protocol
– host name
– port
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http:// @user:pass www.google.com:80 path/

Learning Grammars

http

:// @

user
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path/

– protocol
– host name
– port

– login
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http:// @user:pass www.google.com:80 path/

Learning Grammars

http
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– protocol
– host name
– port
– login

– page request
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Learning Grammars

http
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Learning Grammars

http
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path
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– protocol
– host name
– port
– login

– page request

– terminals

http:// @user:pass www.google.com:80 path/

} processed in 
different 
functions

stored in 
different 
variables
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Tracking Input

We track input characters throughout program 
execution: 

1. Dynamic tainting labels all characters read 
(and derived values) with their origin 

2. Recognizing inputs checks string variables 
whether they hold input fragments (simpler)
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Grammar Inference

• Start with grammar $START ::= input

$START ::= http://user:pass@www.google.com:80/path#ref
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$START ::= http://user:pass@www.google.com:80/path#ref

• For each (var, value) we find during execution, 
where value is a substring of input: 

1. Replace all occurrences of value by $VAR 
2. Add a new rule $VAR ::= value

Grammar Inference

fragment = 'ref' 
url = '/path' 
path = '/path' 
scheme = 'http' 
netloc = 'user:pass@www.google.com:80' 
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Grammar Inference

fragment = 'ref' 
url = '/path' 
path = '/path' 
scheme = 'http'

• For each (var, value) we find during execution, 
where value is a substring of input: 

1. Replace all occurrences of value by $VAR 
2. Add a new rule $VAR ::= value

$START ::= http://$NETLOC/path#ref 
$NETLOC ::= user:pass@www.google.com:80
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$START ::= $SCHEME://$NETLOC/path#ref 
$NETLOC ::= user:pass@www.google.com:80 
$SCHEME ::= http

• For each (var, value) we find during execution, 
where value is a substring of input: 

1. Replace all occurrences of value by $VAR 
2. Add a new rule $VAR ::= value

Grammar Inference

fragment = 'ref' 
url = '/path' 
path = '/path'

mailto:pass@www.google.com
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fragment = 'ref' 
url = '/path'

$START ::= $SCHEME://$NETLOC$PATH#ref 
$NETLOC ::= user:pass@www.google.com:80 
$SCHEME ::= http 
$PATH ::= /path

• For each (var, value) we find during execution, 
where value is a substring of input: 

1. Replace all occurrences of value by $VAR 
2. Add a new rule $VAR ::= value

Grammar Inference

mailto:pass@www.google.com
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• For each (var, value) we find during execution, 
where value is a substring of input: 

1. Replace all occurrences of value by $VAR 
2. Add a new rule $VAR ::= value

Grammar Inference

$START ::= $SCHEME://$NETLOC$PATH#$FRAGMENT 
$NETLOC ::= user:pass@www.google.com:80 
$SCHEME ::= http 
$PATH ::= /path 
$FRAGMENT ::= ref

url = '/path'

mailto:pass@www.google.com
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• For each (var, value) we find during execution, 
where value is a substring of input: 

1. Replace all occurrences of value by $VAR 
2. Add a new rule $VAR ::= value

Grammar Inference

$START ::= $SCHEME://$NETLOC$PATH#$FRAGMENT 
$NETLOC ::= user:pass@www.google.com:80 
$SCHEME ::= http 
$PATH ::= $URL 
$FRAGMENT ::= ref 
$URL ::= /path

mailto:pass@www.google.com
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Demo
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AUTOGRAM

AUTOGRAM: a grammar miner for Java programs 

Uses active learning to infer 

• repetitions 

• optional parts 

• common elements (numbers, identifiers…)

Höschele, Zeller: "Mining Input Grammars from Dynamic Taints", ASE 2016
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URLs

URL ::= PROTOCOL '://' AUTHORITY PATH ['?' QUERY] ['#' REF] 
AUTHORITY ::= [USERINFO '@'] HOST [':' PORT] 
PROTOCOL ::= 'http' | 'ftp' 
USERINFO ::= /[a-z]+:[a-z]+/ 
HOST ::= /[a-z.]+/ 
PORT ::= '80' 
PATH ::= /\/[a-z0-9.\/]*/ 
QUERY ::= 'foo=bar&lorem=ipsum' 
REF ::= /[a-z]+/

http://user:password@www.google.com:80/command?foo=bar&lorem=ipsum#fragment 
http://www.guardian.co.uk/sports/worldcup#results 
ftp://bob:12345@ftp.example.com/oss/debian7.iso



@AndreasZeller

INI Files

INI ::= LINE+ 
LINE ::= SECTION_LINE '\r' 
       | OPTION_LINE  ['\r'] 
SECTION_LINE ::= '[' KEY ']' 
OPTION_LINE ::= KEY ' = ' VALUE 
KEY ::= /[a-zA-Z]*/ 
VALUE ::= /[a-zA-Z0-9\/]/

[Application] 
Version = 0.5 
WorkingDir = /tmp/mydir/ 
[User] 
User = Bob 
Password = 12345
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JSON Input
JSON ::= VALUE 
VALUE ::= JSONOBJECT | ARRAY | STRINGVALUE |  
          TRUE | FALSE | NULL | NUMBER 
TRUE ::= ’true’ 
FALSE ::= ’false’ 
NULL ::= ’null’ 
NUMBER ::= [’-’] /[0-9]+/ 
STRINGVALUE ::= ’"’ INTERNALSTRING ’"’ 
INTERNALSTRING ::= /[a-zA-Z0-9 ]+/ 
ARRAY ::= ’[’ 
 [VALUE [’,’ VALUE]+] 
’]’  
JSONOBJECT ::= ’{’ 
 [STRINGVALUE ’:’ VALUE 
  [’,’ STRINGVALUE ’:’ VALUE] 
  +] 
'}'

{ 
 "v": true, 
 "x": 25, 
 "y": -36, 
 … 
}
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Testing with Mined Grammars

Tests Grammar

Inputs Program
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Testing with Mined Grammars

Tests Grammar

Inputs Program

introduce biasmay not be available
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Sample-Free Grammar Learning

Tests Grammar

Test Generator Program
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Sample-Free Grammar Learning

Test Generator Program

But this is what we want to build in the first place!
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Sample-Free Grammar Learning

Tests Grammar

Parser-Directed 
Test Generator Program



@AndreasZeller

Dynamic Checks

xyzzy ✘

– checks for digit 
– checks for "true"/"false" 
– checks for '"' 
– checks for '[' 
– checks for '{'

Parser-Directed 
Test Generator Program
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Dynamic Checks

0 ✔

Parser-Directed 
Test Generator Program
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Dynamic Checks

– checks for digit 
– checks for "true"/"false" 
– checks for '"' 
– checks for '[' 
– checks for '{'

0 ✔

Parser-Directed 
Test Generator Program



@AndreasZeller

Learning Behavior

– checks for digit 
– checks for "true"/"false" 
– checks for '"' 
– checks for '[' 
– checks for '{'

0 ✔

Parser-Directed 
Test Generator Program
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Dynamic Checks

– checks for digit 
– checks for "true"/"false" 
– checks for '"' 
– checks for '[' 
– checks for '{'

0 ✔

Parser-Directed 
Test Generator Program
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Dynamic Checks

true ✔

Parser-Directed 
Test Generator Program
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Dynamic Checks

false ✔

Parser-Directed 
Test Generator Program
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Dynamic Checks

– checks for digit 
– checks for "true"/"false" 
– checks for '"' 
– checks for '[' 
– checks for '{'

false ✔

Parser-Directed 
Test Generator Program
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Dynamic Checks

– checks for digit 
– checks for "true"/"false" 
– checks for '"' 
– checks for '[' 
– checks for '{'

false ✔

Parser-Directed 
Test Generator Program



@AndreasZeller

Dynamic Checks

" ✘

– checks for '"' 
– checks for '\' 
– checks for character

Parser-Directed 
Test Generator Program
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Dynamic Checks

"" ✔

Parser-Directed 
Test Generator Program
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Learning JSON
JSON ::= VALUE 
VALUE ::= JSONOBJECT | ARRAY | STRINGVALUE |  
          TRUE | FALSE | NULL | NUMBER 
TRUE ::= ’true’ 
FALSE ::= ’false’ 
NULL ::= ’null’ 
NUMBER ::= [’-’] /[0-9]+/ 
STRINGVALUE ::= ’"’ INTERNALSTRING ’"’ 
INTERNALSTRING ::= /[a-zA-Z0-9 ]+/ 
ARRAY ::= ’[’ 
 [VALUE [’,’ VALUE]+] 
’]’  
JSONOBJECT ::= ’{’ 
 [STRINGVALUE ’:’ VALUE 
  [’,’ STRINGVALUE ’:’ VALUE] 
  +] 
'}'

Parser-Directed 
Test Generator
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PYGMALION prototype for Python programs 

All in One

Program
Under Test

Parser-Directed
Test Generator

ComparisonsTests Dynamic Taints

Grammar
Learner

Test Inputsꋶ

ɠ ɡ

ɢ

Inputs + 
Equivalence Classes

Grammar

Fuzzer

Gopinath, Mathis, Höschele, Kampmann, Zeller: "Sample-Free Learning of Input Grammars"
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Initial Evaluation

AFL KLEE

mutation-based  
test generator

constraint-based 
test generator



@AndreasZeller

Initial Evaluation

AFL KLEEPygmalion

mutation-based  
test generator

constraint-based 
test generator
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Initial Evaluation

AFL KLEEPygmalion

No seed inputs for any tool

runs on Python programs run on equivalent C programs
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Testing with Inferred Grammars
PYGMALION prototype for Python programs 

Program
Under Test

Parser-Directed
Test Generator

ComparisonsTests Dynamic Taints

Grammar
Learner

Test Inputsꋶ

ɠ ɡ

ɢ

Inputs + 
Equivalence Classes

Grammar

Fuzzer

Gopinath, Mathis, Höschele, Kampmann, Zeller: "Sample-Free Learning of Input Grammars"

Perfect coverage, much faster than AFL, much better structure than KLEE



@AndreasZeller

Test Generation Compared

[false ,[{ "o":{ , "$dYPrlj@?BR": 
397  [+ ]"S|+|4GzCW(C":-94}} ],
[false,null]]

............................

nullÿÿÿÿÿÿÿÿÿÿÿÿÿÿÿÿÿÿÿÿÿÿÿÿÿÿÿ

AFL

KLEE

Pygmalion

Low coverage, few valid inputs

Top coverage, but flat inputs

Top coverage, deep structure, control
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Findings

• AFL is great for covering error-handling code 

• Pygmalion and KLEE both achieve top coverage 

• ~75% of inputs generated by Pygmalion are valid 

• Pygmalion exercises far more input combinations 

• Grammars give you control over what you want to test
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• Implicit information flow 
Generated scanners and parsers 

• Context-sensitive features 
Binary formats, identifiers 

• Scale and applicability 
Port Pygmalion to C (2019) 

• Teach this! 
Book "Generating Software Tests"

Challenges

N. HavrikovM. Höschele B. MathisR. Gopinath

A. Kampmann E. Soremekun K. Jamrozik M. Mera
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Demo
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• Implicit information flow 
generated scanners and parsers 

• Context-sensitive features 
binary formats, identifiers 

• Scale and Applicability 
port Pygmalion to C (this Fall)

Challenges

N. HavrikovM. Höschele B. MathisR. Gopinath

A. Kampmann E. Soremekun K. Jamrozik M. Mera

Parser-Directed Test Generation @AndreasZeller

Learning Grammars

URL ::= PROTOCOL '://' AUTHORITY PATH ['?' QUERY] ['#' REF] 
AUTHORITY ::= [USERINFO '@'] HOST [':' PORT] 
PROTOCOL ::= 'http' | 'ftp' 
USERINFO ::= /[a-z]+:[a-z]+/ 
HOST ::= /[a-z.]+/ 
PORT ::= '80' 
PATH ::= /\/[a-z0-9.\/]*/ 
QUERY ::= 'foo=bar&lorem=ipsum' 
REF ::= /[a-z]+/

http://user:password@www.google.com:80/command?foo=bar&lorem=ipsum#fragment 
http://www.guardian.co.uk/sports/worldcup#results 
ftp://bob:12345@ftp.example.com/oss/debian7.iso

Höschele, Zeller: "Mining Input Grammars  
from Dynamic Taints", ASE 2016
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Parser-Directed Testing

Tests Grammar

Parser-Directed 
Test Generator Program
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Test Generation Compared

[false ,[{ "o":{ , "$dYPrlj@?BR": 
397  [+ ]"S|+|4GzCW(C":-94}} ],
[false,null]]

............................

nullÿÿÿÿÿÿÿÿÿÿÿÿÿÿÿÿÿÿÿÿÿÿÿÿÿÿÿ

AFL

KLEE

Pygmalion

Low coverage, few valid inputs

Top coverage, but flat inputs

Top coverage, deep structure, control
 https://github.com/vrthra/pygmalion @AndreasZeller

http://www.st.cs.uni-saarland.de/models/autogram

