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Estimation via

Partial exploration ,
sampling

1107 359 738 M 1854

#scenarios for four 9s, Hoeffding, a = 0.95 ~600x reduction
191 links, Pjink failure = 0-0071
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: procedure HotBGP(u, d, Efwq, L)

X « nodes in the same partition as u under L

Bry;, < Tor3(Bgr, X) > BGP pre-processing (§4.2)

Rr; <« RRNX

H «— ArLSp(Rrp,Bry, L) > all shortest paths (Alg. 2)

D — {u} > decision points
U {y | (x,y) € STaTIC4 N Efyq }

U{y | (x,y) € Efwg ANHg(x) # NHg(Y) }
for eachx € D do

H «— HUSpp(x,Nug(x)) > shortest path x — Nug(x)
H «— H U (StaTIiCcg N Efgq) > traversed static routes
if Rr;, = () then

H — H U ALLSp({u},Bry) > ensure connectivity
return H

see paper
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Algorithm 3 Hot edges for BGP
1: procedure HoTBGP(u, d, Efyg, L)
2: X « nodes in the same partition as u under L
3:  Brp <« Tor3(Br, X) > BGP pre-processing (§4.2) network pa rtitions
4: Rrp « RrRNX
5. H < ArLLSe(Rry,Bry, L) > all shortest paths (Alg. 2)
6: D {u} > decision points .
; U {y | (x, 1) € Staticy N Epeq} route reflection
8 U{y | (x,y) € Efva A NHg(x) # NHg(y) }
9: foreachx € D do
10: H «— HUSpp(x,Nug(x)) > shortest path x — Nug (x) dependence on
11:  H «— HU (StaTicg N Efwg) > traversed static |GP costs
122 if Rry = 0 then

13: H — H U ALLSp({u},Bry) > ensure conn
14:  return H

with correctness proof




Failure Model



J Failure Model

Bayesian network

17



J Failure Model

Bayesian network

Allows arbitrary dependencies |

17



J Failure Model

m Bayesian network

Allows arbitrary dependencies |

Nodes

Dependencies
@ Links

Link and node failures



J Failure Model

m Bayesian network

Allows arbitrary dependencies |

Nodes

T Dependencies Inference using Variable Elimination
@ Links

Link and node failures



Exploring Failures



Computing P('R,)

P(®) = 25 P(B/|s) - P(s)

failure scenario



Computing P(‘R,)

oo
P(®) = 25 P(B|s) - P(s)

failure scenario



- Computing P('R/)

e
P(W) = > P('B/|S) - P(s)

failure scenario




- Computing P('R/)

S
P(®) = 2 P(®|s) - P(s)

failure scenario

= Zs s.t. ', P(S)



Failure Exploration

B
So 2
A

20



Failure Exploration

B
A

20



Failure Exploration

B
A

20



Failure Exploration

B "

20



Failure Exploration

S

L

Implicitly cover failures of *

20



Failure Exploration

S

L

Compute probability mass of

Sp = { Im,i ;.i, ._|/|,...}

20



Failure Exploration

S

L

P(s,) = 0.62

20



Failure Exploration

S

L

P(s,) = 0.62

T

20



Failure Exploration

S

L

P(s,) = 0.62

L%

20



Failure Exploration

B "

|
P(s,) = 0.62

L%

S X
G O
S2

IXI I

20



Failure Exploration

B "

|
P(s,) = 0.62

20



Failure Exploration

B "

|
P(s,) = 0.62

20



Failure Exploration

S

L

P(s,) = 0.62

Don't explore
duplicates

20



J Failure Exploration



J Failure Exploration




J Failure Exploration

F—————===-

“Cut off” unlikely scenarios

21



J Failure Exploration

F—————===-

Sum up P(| () |

Efficiency depends on #* |

Very efficient in practice
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Evaluation

90 topologies from Topology Zoo

and mrinfo probing

50 - 2320 links Piink = 0.0071, prroge = 0.0001

Synthetic BGP configurations

2 route reflectors, 10 border routers

Real ISP configuration

See paper
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See paper for more...
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