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Motivation

public blockchain
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everyone can observe all data

stored data
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requiredZEXE [S&P 20], smartFHE [ePrint 21]
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ZeeStar

This Work
smart contracts

weak trust assumptions

high expressivity

on Ethereum

conceptually: extends zkay
by homomorphic encryption

no cryptographic 
expertise required



Idea and Overview
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df92…0e

130a…14

Alice’s balance

Bob’s balance

pkAlice

pkBob

Alice: “-1”

Alice: “+1”

?
use NIZK proofs and 
homomorphic encryption
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Privacy Types
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distinguish? restrictions?



Example: Private Balances

contract Balances {
    mapping(address => uint) bal;

    function transfer(uint val, address to) {
        require(val <= bal[me]);
        bal[me] = bal[me] - val;
        bal[to] = bal[to] + val;
    }
}

Solidity

me = msg.sender



Privacy Types

datatype@owner

from zkay

only party allowed to 
see data
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contract Balances {
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    function transfer(uint@me val, address to) {
        require(reveal(val <= bal[me], all));
        bal[me] = bal[me] - val;
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    }
}
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type error
(cannot realize)
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modify foreign value
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Privacy Annotations and Types

contract Balances {
    mapping(address!x => uint@x) bal;

    function transfer(uint@me val, address to) {
        require(reveal(val <= bal[me], all));
        bal[me] = bal[me] - val;
        bal[to] = bal[to] + reveal(val , to);
    }
}

from zkay,
but adaptedZeeStar

no cryptographic 
expertise required
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Compilation

function transfer(uint@me val, address to) {
  require(reveal(val <= bal[me], all));
  bal[me] = bal[me] - val;
  bal[to] = bal[to] + reveal(val, to);
}

function transfer(...) {
  require(ok);
  bal[me] = new_me;
  bal[to] = new_to;
  verify(proof, …);
}

ZeeStar Solidity

driven by privacy types



Compilation

function transfer(uint@me val, address to) {
  require(reveal(val <= bal[me], all));
  bal[me] = bal[me] - val;
  bal[to] = bal[to] + reveal(val, to);
}

function transfer(...) {
  require(ok);
  bal[me] = new_me;
  bal[to] = new_to;
  verify(proof, …);
}

ZeeStar Solidity

encrypted for 
owner (@me)

owned by sender (@me)
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Compilation

function transfer(uint@me val, address to) {
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foreign (@to)

homomorphic addition inside proof (to reduce gas costs)

ciphertext 
argument
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function transfer(uint@me val, address to) {
  require(reveal(val <= bal[me], all));
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Compilation

function transfer(uint@me val, address to) {
  require(reveal(val <= bal[me], all));
  bal[me] = bal[me] - val;
  bal[to] = bal[to] * reveal(val, to);
}

function transfer(...) {
  require(ok);
  bal[me] = new_me;
  bal[to] = new_to;
  verify(proof, …);
}

to prove:
also: multiplication by 
self-owned or public value



Compilation

see paper



Guarantees of ZeeStar

Correctness

Privacy

…cannot violate the original 
contract logic

…cannot learn more than 
allowed by privacy 
annotations

An active adversary…

formalized
and proven
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Implementation

available on GitHub:              eth-sri/zkay

Implemented as an extension of zkay

Challenging to achieve efficiency

★ Groth16 zk-SNARKs

★ Exponential ElGamal encryption 
over elliptic curve

★ Elliptic curve embedding

decryption involves dlog
→ 32-bit values only reflected in type system
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Evaluating Example Applications

12 example contracts with example scenarios

incl. confidential Zether [FC 20]

tx generation time: < 55s
feasible on commodity
desktop machine

avg. tx gas costs: 339k gas
comparable to existing apps 
(e.g., Uniswap)

2022-05-11: ≈ 23 USD
(highly volatile)

expressive

dominated by proof 
generation (57%)



Summary: ZeeStar

datatype@owner

contract Token {
    mapping(address!x => uint@x) bal;

    function transfer(uint@me val, address to) {
        require(reveal(val <= bal[me], all));
        bal[me] = bal[me] - val;
        bal[to] = bal[to] + reveal(val , to);
    }
}

available on GitHub:              eth-sri/zkay


