
zkay: Specifying and Enforcing Data 
Privacy in Smart Contracts 

Samuel
Steffen

Benjamin 
Bichsel

Petar
Tsankov

Mario 
Gersbach

Noa
Melchior

Martin 
Vechev



Smart Contracts

2

miners execute
smart contracts

smart contract data

Pick icon made by Freepik from www.flaticon.com
Icons by FontAwesome (CC BY 4.0)



Smart Contracts

2

Alice’s data 42
Bob’s data 13

miners execute
smart contracts

smart contract

data is public

data

Pick icon made by Freepik from www.flaticon.com
Icons by FontAwesome (CC BY 4.0)



3

http://www.pharmatimes.com/web_exclusives/medical_
data_and_the_rise_of_blockchain_1243441

Privacy?



3

https://www.technologyreview.com/s/609077/how-
blockchain-could-give-us-a-smarter-energy-grid/

http://www.pharmatimes.com/web_exclusives/medical_
data_and_the_rise_of_blockchain_1243441

Privacy?



3

https://www.technologyreview.com/s/609077/how-
blockchain-could-give-us-a-smarter-energy-grid/

http://www.pharmatimes.com/web_exclusives/medical_
data_and_the_rise_of_blockchain_1243441

https://www.forbes.com/sites/suzannerowankelleher/20
19/06/28/paradigm-shift-biometrics-and-the-blockchain-
will-replace-paper-passports-sooner-than-you-think/

Privacy?



Data Privacy for Smart Contracts

4

data is private

Alice’s data
Bob’s data

smart contract data



Existing Work

5

Zerocoin [S&P 13]
Zerocash [S&P 14]
Bolt [CCS 17]



Existing Work

5

only for payments

Zerocoin [S&P 13]
Zerocash [S&P 14]
Bolt [CCS 17]



Existing Work

5

only for payments

Hawk [S&P 16]
Arbitrum [Usenix 18]
Ekiden [EuroS&P 19]

Zerocoin [S&P 13]
Zerocash [S&P 14]
Bolt [CCS 17]



Existing Work

5

introduce trusted third parties / HWonly for payments

Hawk [S&P 16]
Arbitrum [Usenix 18]
Ekiden [EuroS&P 19]

Zerocoin [S&P 13]
Zerocash [S&P 14]
Bolt [CCS 17]



Existing Work

5

introduce trusted third parties / HWonly for payments

Hawk [S&P 16]
Arbitrum [Usenix 18]
Ekiden [EuroS&P 19]

Leverage cryptographic primitives on existing public blockchainsOur work:

Zerocoin [S&P 13]
Zerocash [S&P 14]
Bolt [CCS 17]



Existing Work

5

introduce trusted third parties / HWonly for payments

Hawk [S&P 16]
Arbitrum [Usenix 18]
Ekiden [EuroS&P 19]

Leverage cryptographic primitives on existing public blockchains

NIZK proofs

Our work:

Zerocoin [S&P 13]
Zerocash [S&P 14]
Bolt [CCS 17]

asymmetric encryption



Data Privacy with NIZK Proofs

6

Alice’s data 0x3025…
Bob’s data 0x2543…

42



Data Privacy with NIZK Proofs

6

Alice’s data 0x3025…
Bob’s data 0x2543…

42

“increment my 
number by 1”

Alice



Data Privacy with NIZK Proofs

6

Alice’s data 0x3025…
Bob’s data 0x2543…

42

transaction

“increment my 
number by 1”

Alice

Alice’s data 0x0932…
Bob’s data 0x2543…

43
0x0932…



Data Privacy with NIZK Proofs

6

Alice’s data 0x3025…
Bob’s data 0x2543…

42

transaction

“increment my 
number by 1”

Alice

Alice’s data 0x0932…
Bob’s data 0x2543…

43

“the new value is correct”

NIZK proof

0x0932…



Data Privacy with NIZK Proofs

6

Alice’s data 0x3025…
Bob’s data 0x2543…

42

transaction

“increment my 
number by 1”

Alice

Alice’s data 0x0932…
Bob’s data 0x2543…

43

“the new value is correct”

NIZK proof

verified by miners

0x0932…



Data Privacy with NIZK Proofs

6

Alice’s data 0x3025…
Bob’s data 0x2543…

42

transaction

“increment my 
number by 1”

Alice

Alice’s data 0x0932…
Bob’s data 0x2543…

43

“the new value is correct”

NIZK proof

verified by miners

0x0932…



Challenges

7

Incompleteness of
NIZK Proofs

"Puzzle" by jeff from thenounproject.com



Challenges

7

Incompleteness of
NIZK Proofs

e.g., can only incorporate 
fixed-size state

"Puzzle" by jeff from thenounproject.com



Challenges

7

Incompleteness of
NIZK Proofs

e.g., can only incorporate 
fixed-size state

"Puzzle" by jeff from thenounproject.com

Entry lookup
in contract

Entry decryption
in proof

Dynamic arrays?



Challenges

7

Incompleteness of
NIZK Proofs

e.g., can only incorporate 
fixed-size state

scattered 
logic

"Puzzle" by jeff from thenounproject.com

Entry lookup
in contract

Entry decryption
in proof

Dynamic arrays?



Challenges

7

Incompleteness of
NIZK Proofs

e.g., can only incorporate 
fixed-size state

scattered 
logic

"Puzzle" by jeff from thenounproject.com

Obfuscated Logic ?

Entry lookup
in contract

Entry decryption
in proof

Dynamic arrays?



Challenges

8

Knowledge 
Restrictions

Alice: “increase Bob’s value by 1” 



Challenges

8

Knowledge 
Restrictions

Alice: “increase Bob’s value by 1” 

can not generate proof



Challenges

9

Obfuscated 
Information Leaks ?

Alice: “overwrite Bob’s value with my value” 

"leak" by Quentin B. from thenounproject.com



Challenges

9

Obfuscated 
Information Leaks ?

Alice: “overwrite Bob’s value with my value” 

did Alice really want this?

"leak" by Quentin B. from thenounproject.com



Challenges

10

Incompleteness of
NIZK Proofs

Knowledge 
Restrictions

Obfuscated Logic
Obfuscated 
Information Leaks? ?



Challenges

10

Incompleteness of
NIZK Proofs

Knowledge 
Restrictions

Obfuscated Logic
Obfuscated 
Information Leaks? ?

This work: zkay



zkay Overview

11

zkay contract



zkay Overview

11

zkay contract



zkay Overview

11

zkay contract

+



zkay Overview

11

zkay contract

compilation

smart contract for 
public blockchain

+



zkay Overview

11

zkay contract

compilation

smart contract for 
public blockchain

+ +



zkay Overview

11

zkay contract

compilation

smart contract for 
public blockchain

+ +



zkay Overview

11

zkay contract

compilation

smart contract for 
public blockchain

+ +

type system



Example

contract MedStats {

address hospital;

uint count;

mapping(address => bool) risk;

constructor() {

hospital = msg.sender; count = 0;

}

function record(address don, bool r) {

require(hospital == msg.sender);

risk[don] = r;

count = count + (r ? 1 : 0);

}

}
12

Medical Statistics



Example

contract MedStats {

address hospital;

uint count;

mapping(address => bool) risk;

constructor() {

hospital = msg.sender; count = 0;

}

function record(address don, bool r) {

require(hospital == msg.sender);

risk[don] = r;

count = count + (r ? 1 : 0);

}

}
12

Medical Statistics

risk ! !

count: 2



Example

contract MedStats {

address hospital;

uint count;

mapping(address => bool) risk;

constructor() {

hospital = msg.sender; count = 0;

}

function record(address don, bool r) {

require(hospital == msg.sender);

risk[don] = r;

count = count + (r ? 1 : 0);

}

}
13

Medical Statistics

risk ! !

count: 2

Solidity



Example

contract MedStats {

address hospital;

uint count;

mapping(address => bool) risk;

constructor() {

hospital = msg.sender; count = 0;

}

function record(address don, bool r) {

require(hospital == msg.sender);

risk[don] = r;

count = count + (r ? 1 : 0);

}

}
14

Initialization

Solidity



Example

contract MedStats {

address hospital;

uint count;

mapping(address => bool) risk;

constructor() {

hospital = msg.sender; count = 0;

}

function record(address don, bool r) {

require(hospital == msg.sender);

risk[don] = r;

count = count + (r ? 1 : 0);

}

}
15

Record data of donor

Solidity



Example

contract MedStats {

address hospital;

uint count;

mapping(address => bool) risk;

constructor() {

hospital = msg.sender; count = 0;

}

function record(address don, bool r) {

require(hospital == msg.sender);

risk[don] = r;

count = count + (r ? 1 : 0);

}

}
15

Record data of donor

Solidity



Example

contract MedStats {

address hospital;

uint count;

mapping(address => bool) risk;

constructor() {

hospital = msg.sender; count = 0;

}

function record(address don, bool r) {

require(hospital == msg.sender);

risk[don] = r;

count = count + (r ? 1 : 0);

}

}
15

Record data of donor

Solidity



Example

contract MedStats {

address hospital;

uint count;

mapping(address => bool) risk;

constructor() {

hospital = msg.sender; count = 0;

}

function record(address don, bool r) {

require(hospital == msg.sender);

risk[don] = r;

count = count + (r ? 1 : 0);

}

}
15

Record data of donor

Solidity



Privacy?

contract MedStats {

address hospital;

uint count;

mapping(address => bool) risk;

constructor() {

hospital = msg.sender; count = 0;

}

function record(address don, bool r) {

require(hospital == msg.sender);

risk[don] = r;

count = count + (r ? 1 : 0);

}

}
16
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count = count + (r ? 1 : 0);

}

}
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