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contract MedStats {
final address hospital;
uint@hospital count;
mapping(address!x => bool@x) risk; LOgiC not ObeSCGt@O’
constructor() {
hospital = me; count = 0;

function record(address don, bool@me r) {
require(hospital == me);
risk[don] = reveal(r, don);
count = count + (r 2 1 : 9);
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Compilation

see paper for details

function f(..., F , bin proof) { T(Py: Py) 5= T(Py): T(Py) )

function f(...) { . T(®) T(L@a = e@a) == T (L) = Te(e) (weuse T, = T.)  (2)
P; ver:l.fyé (proof, P ); T(L@a = e@all) == T (L) = out(e, ) (e #all) (3)

) return e; . return Toe) : T(require(e)) == require(T.(e)) (4)
) T(while ¢ {P}) :=while ¢ {P} (P is fully public) (5)

T(if e (P} else {P,}) u=if T.(e) (T(P), T.(e))} else [T (P, T.(le))} (6)

forp: (P, 8)—1{0,1)

(a) Transformation of a zkay function.

P —— scattered logic

out(e, a) == v; (invariant: e@me or e@all) Tele) == ¢ const ¢ @
F o F. v Te(id) == id var id () (8)
P — P. v pkla) T.(L[e]) == TL(L)[Te(e)] mapping entry (9)
To((e + ey)@all) == Te(ey) + Te(ez) native functions (10)

S« 8 R . .
Te(reveal(e, &)) == oulle, «) (invariant: e (@me) (11)
¢ ¢ v; == enc( Tyle) , Ripk(a)) : Tele@a) == outle, &) (invariant: e(@me) (12)

(b) Transformation out(e, ). If @ = all,the highlighted partisomitted. (e) Transforming expressions in zkay using T. For private function arguments
id, * adds an additional correctness constraint to ¢.

in(e, ) == dec,( v;, sk) (invariant: e@a, a € [me, all})
. o =all Tyle) u=c¢ const ¢ (13)
addto T(P) : r'eall v; = T.(e); for 7’ = {bin « %all Ty(L@a) == in(L, &) (invariant: @ € {all.me}) (14)
P — P, u; Ty(reveal(e, a)) == Ty(e) (15)
S « 8. sk Tyley +ez) = Ty(er) + Ty(ez)  native functions (16)
(c) Transformation in(e, &). If @ = all, the highlighted part is omitted. (f) Transforming expressions in the proof circuit using Ti.

Figure 5: Overview of zkay transformations. We write e@a to indicate that e has privacy type @. The symbol v; denotes a fresh variable.
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