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Problem

:           𝑇𝜆 𝑥, 𝑦 = (𝜆𝑥, 𝜆𝑦)

:    𝑇𝛿𝑥, 𝛿𝑦 𝑥, 𝑦 = (𝑥 + 𝛿𝑥 , 𝑦 + 𝛿𝑦)

𝑇𝜙 𝑥, 𝑦 = (𝑥𝑐𝑜𝑠 𝜙 − 𝑦𝑠𝑖𝑛 𝜙 ,

𝑥𝑠𝑖𝑛 𝜙 + 𝑦𝑐𝑜𝑠 𝜙 )

𝑅𝜙(𝑥0) 𝜙 ∈

𝑥0
𝐶(𝑅𝜙 𝑥0
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Step 1: Approximation via Monte Carlo sampling

𝐿 𝒘𝑙 𝑏𝑙 ≈
1

𝑁
෍

𝑖=1

𝑁

𝐼𝜿𝑖 𝑥, 𝑦 − 𝒘𝑙
𝑇𝜿𝑖 + 𝑏𝑙

𝒘𝑙
𝑇𝜿𝑖 + 𝑏𝑙 ≤ 𝐼𝜿𝑖 𝑥, 𝑦

ෝ𝒘𝑙 , ෠𝑏𝑙

Step 2: Bound the maximum violation

𝑓: 𝐷 → 𝑅

𝑓 𝜿 = ෝ𝒘𝑙
𝑇𝜿 + ෠𝑏𝑙 − 𝐼𝜿 𝑥, 𝑦 .

𝑓

𝑓 𝜿 = 𝑓 𝜿𝑐 + 1/2𝛻𝑓(𝜿′)𝑇 𝜿 − 𝜿𝑐
≤ 𝑓 𝜿𝑐 + 1/2 𝑳 𝑇 𝜿 − 𝜿𝑐

|𝜕𝑖𝑓 𝜿′ | ≤ |𝐿𝑖| 𝜿′ ∈ 𝐷

𝑓
𝑙, 𝑢

𝑓 𝜿 ∈ 𝑙, 𝑢 , ∀𝜿 ∈ 𝐷

𝑓 𝜿 ≤ 𝑓 𝜿𝑐 + 𝑢 − 𝑓 𝜿𝑐 , ∀𝜿 ∈ 𝐷.

Optimization problem

𝒘𝑙 𝑏𝑙
𝒘𝑢 𝑏𝑢

𝐿 𝒘𝑙 𝑏𝑙 ∶= න
𝜿∈𝐷

𝐼𝜿 𝑥, 𝑦 − 𝒘𝑙
𝑇𝜿 + 𝑏𝑙 𝑑𝜿

𝑈 𝒘𝑢 𝑏𝑢 ∶= න
𝜿∈𝐷

𝒘𝑢
𝑇𝜿 + 𝑏𝑢 − 𝐼𝜿 𝑥, 𝑦 𝑑𝜿

𝒘𝑙
𝑇𝜿 + 𝑏𝑙 ≤ 𝐼𝜿 𝑥, 𝑦 ≤ 𝒘𝑢

𝑇𝜿 + 𝑏𝑢, ∀𝜿 ∈ 𝐷.

Step 3: Sound constraints 

𝑁 𝜖
𝒘𝑙
∗ 𝑏𝑙

∗

ෝ𝒘𝑙
෠𝑏𝑙 𝛿

𝑁𝛿 |𝐿(𝒘𝑙
∗ 𝑏𝑙

∗) − 𝐿(ෝ𝒘𝑙
෠𝑏𝑙)| < 𝛿 + 𝜖 𝑁 > 𝑁𝛿

Asymptotically optimal constraints

ෝ𝒘𝑙
𝑇𝜿 + ෠𝑏𝑙 − 𝐼𝜿 𝑥, 𝑦 ≤ 𝛿𝑙 ∀𝜿 ∈ 𝐷

𝐼𝜿 𝑥, 𝑦 − ෝ𝒘𝑢
𝑇𝜿 + ෠𝑏𝑢 ≤ 𝛿𝑢 ∀𝜿 ∈ 𝐷

𝒘𝑙 ෝ𝒘𝑙 𝑏𝑙 ෠𝑏𝑙 − 𝛿𝑙
𝒘𝑢 ෝ𝒘𝑢 𝑏𝑢 ෠𝑏𝑢 + 𝛿𝑢

Comparison of training techniques

Experiments on large networks

ResNetTiny

Properties

accuracy
certification rate

𝐼𝜿 𝜿 ∈ 𝐷

ResNet18

Networks

https://github.com/eth-sri/deepg

