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Random Fuzzing vs. Symbolic Execution
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Smart Contract Testing: Challenge

Wanted: Transaction sequences that thoroughly explore the state space
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Random Fuzzing vs. Symbolic Execution
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- Analyzing Ethereum’s Contract Topology. Kiffer et al.. IMC ’18

~120K contracts ~16K clusters



Imitation Learning
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Learning to Fuzz from Symbolic Execution

Training Transaction sequences

Symbolic execution expert

Smart contracts

≈ 15K contracts

Fuzzing

New contract Fuzzing policy
(neural networks)
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Learning to Fuzz from Symbolic Execution
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Smart Contract Fuzzing Policy
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Neural Network Fuzzing Policy
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Neural Network Fuzzing Policy – Fuzzing State
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e.g., Coverage, opcodes, 
function name. (can be 

dynamic)
Last

hidden
state

[3.5, 0.3, 4.0, …]

[1, 6.2, 5, …] [1.2, 8.7, 2.5, …]



Neural Network Fuzzing Policy
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Neural Network Fuzzing Policy – Function

FCNfunc
+

Softmax
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Current hidden state [1.2, 8.7, 2.5, …]

[[1, 6.2, 5, …],
[4, 3.7, 6, …],
…
[2, 9.2, 7, …]]

Feature of 4 SetOwner

Deposit

Withdraw

Withdraw



Neural Network Fuzzing Policy
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One-hot

Neural Network Fuzzing Policy – Arguments
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Neural Network Fuzzing Policy
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Learning to Fuzz from Symbolic Execution
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Symbolic Execution Expert
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Symbolic: VerX
S&P 2020
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Learning to Fuzz from Symbolic Execution
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Training Neural Network Fuzzing Policy
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ILF System: Coverage & Vulnerability Detection

• Instruction coverage.
• Basic block coverage.
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• Locking: The contract cannot send out but can receive ether.
• Leaking: An attacker can steal ether from the contract.
• Suicidal: An attacker can deconstruct the contract.
• Block Dependency: Ether transfer depends on block state variables.
• Unhandled Exception: Root call does not catch exceptions from child calls.
• Controlled Delegatecall: Transaction parameters explicitly flow into 

arguments of a delegatecall instruction.



Evaluation

23

• 18,496 Contracts (5,013 Large & 13,483 Small)
• 5-fold Cross Validation

• Echidna• UNIF
• EXPERT • MAIAN

• ContractFuzzer

• Vulnerability Detection• Coverage & Speed
• Fuzzing Components • Case Study



Coverage: ILF vs. Fuzzers

0%

20%

40%

60%

80%

100%

0 200 400 600 800 1000
Number of Transactions

Instr. Coverage

ILF UNIF Echidna

24

0%

20%

40%

60%

80%

100%

0 200 400 600 800 1000
Number of Transactions

Instr. Coverage

ILF UNIF Echidna

Large contractsSmall contracts



Coverage: ILF vs. Symbolic Expert
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Small: 30 txs, 547s
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Small: 13s
Large: 17s
148 txs/s



Vulnerability Detection
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∪ ∪
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ILF: 0 FPs



Importance of Policy Components
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Summary
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