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Example: SweGrid

Access Control Requirements
– A project leader delegates his authority 

over resources to principals
– A project leader composes the principals' 

policies (e.g., using permit-override)

Goal
Provides computational and storage 
resources to researchers
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Semantics
Extend stratified Datalog to four-
valued fixed-point semantics
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Other idioms?
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Theorem 1
Policy containment is undecidable
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Policy containment for a finite universe is in 
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Constructing PDPs

Policy Interpreter
http://bellog.org

GitHub
https://github.com/ptsankov/bellog/

Theorem 4 
Policy entailment is in PTIME

http://bellog.org/
https://github.com/ptsankov/bellog/


 

Limitations

– Analysis of administrative changes
– Analysis complexity and tool support
– Usability



 

BelLog Contributions

A foundation for 
composite decentralized 

access control
Policy analysis 

framework

BelLog PDP 
(www.bellog.org)
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