Exercise 06 - Solution

Randomized Smoothing

Reliable and Trustworthy Artificial Intelligence
ETH Zurich

Problem 1. In this problem, we want to prove the following theorem:

Theorem 1 (From [CohenRK19]). Let f : R — Y be any deterministic or random
function. Let € ~ N(0,0%I). Let g(x) = argmax,P(f(x + &) = c). Suppose that for a
specific © € RY, there exist c4 € Y and pa,pB € [0,1] such that:

P(f(x+¢€) =ca) > pa >pp > maxP(f(x +¢€) =c) (1)

c#ca

Then g(x + &) = ca for all ||6]|2 < R, where

R=2 (2 (pa) — 27} (7B)). 2)

The proof is broken down into four steps, corresponding to the following tasks.

1. We decompose the input space into two half spaces, A and B, such that the
probabilities for the samples from the non-displaced gaussian X ~ N(zx,0%I) to
lie in A or B are ps and pg respectively. This induces a linear separation between

the two gaussians (the worst case).

2. We use Lemma (stated below) to relate the probabilities of the displaced gaussian
Y ~ N(z + 8,0%I) to observe class cs or cg to the probabilities that Y € A or
Y € B respectively.

3. Then we show how these probabilities relate to d and o.

4. Finally, we obtain a condition on ||d|| such that the classification is robust for all
d satisfying ||6]| < R.



Lemma 1 (Special case of Neyman-Pearson). Let X ~ N(u,0%I), Y ~ N(u +
8,0%1), f: R = Y a deterministic or random function and ¢ € ). Then:

L If S = {zeR: 67z <t} for some t and P(f(X) = ¢) > P(X € S), then
P(f(¥) =) > P(Y € §)

2.If S = {z€R?: 67z >t} for some t and P(f(X) = ¢) < P(X € S), then
B(f(¥) =) <B(Y € 5).

To this end, solve the following tasks:

1. Show that P(X € A) = pa and P(X € B) = pp, where X :=x + ¢ ~ N (x,0°])
and

A={zeR¥: 6T (z—x) < o||6]® 1 (pa)}
B:={zeR:6T(z—x)> 0|80 (1 -5}

Hint: Let © ~ N (g, 02) and y ~ N (py, 02). Then z +y ~ N(pe + py, 02 + 03)

and cx ~ N (cpy, 2a?).

2. Use Lemma [l}, the results from sub-task 1 and the assumptions of the theorem to
show

P(f(Y)=ca) >P(Y € A) and P(f(Y)=cp) <P(Y € B),

where Y := (x +§ + &) ~ N(x + §,0°1).
3. Show that P(Y € A) = & (0! (pa) - 1) and P(Y € B) = & (&' (pp) + 121).

Hint: Let z ~ N(0,02). Then (z + pu) ~ N(p, 0?).

4. Find the condition for § such that P(Y € A) > P(Y € B) holds.

Solution 1. 1. We start by applying the definitions and obtain
P(X € A) =P(6"(X —z) < o||8]| 2" (pa))-
Next we replace X — x ~ N(0,02I) by Z ~ N(0,0%I) and get
P(X € A) =P(67Z < 5/6]|@ " (pa)).

Here, 67 Z = 3", §;2; where z; ~ N'(0,0?). Using the standard rule for multiplying
the normally distributed gaussian variable z; by a constant §;, we get 8;z; ~



N(0,620%). By applying the sum rule to &;2; we get >, ;2 ~ N(0,02, 82).
Further, with NV'(0,02) = o N (0,1) and Y, 67 = ||]|* we get

P(X € A) = P(o]|8]|2 < 00|27 (pa)) (z~N(0,1))
P(z < ®(pa))
®(®" (pa))

PA-
Similarly for P(X € B):

P(X € B) =P(§" (X — ) > 0(|8]|27'(1 - p5))

=P(6"Z > o|0l|o"(1 - pB))

=P(o]d]lz > olldl|e~" (1 - PB))

—P(> > 07}(1 - 7p))

— P(2 >~ (7)) o711 - z) = 071 (z)
=P(~z < ®7'(pB))

=P(z < d 1(7R)) z is symmetric around 0
= ©(®"(p5))

= Dg.

2. Using the definitions for X and Y together with (Eq. )7 we see that
P(f(X)=rca) >pa and P(f(X)=cp)<Dps.

Applying Lemma [I] directly yields

3. The calculation is similar to the one executed in sub-task 1:
P(Y € A) =P(8" (Y —x) < o6]|2 " (pa)).

Here we replace Y — x ~ N(8,0%1) by Z + §, where Z ~ N(0,02I). Thus
0T(Y —x)=6"Z+|6||*%

P(Y € A) =P(8"Z + [|9]]* < o]| 8] 27" (pa))
=P(0"Z < o|5]|27" (pa) — [I6]%).



Following the same steps for the term 67 Z as in sub-task 1, we get
P(Y € A) = P(0]|d]|z < o]|8]|9™  (pa) — [|0]|) (z ~N(0,1))
— o

= (@1(]7,4) - E”) :

Similarly for P(Y € B) = ® (@-1(1@) + H%H)

4. Finally, algebra shows that P(Y € A) > P(Y € B) if and only if:

P(Y € A) >P(Y € B)
— P <<I>_1(p,4) — M”) > o <<I>_1(pB) + @”)

g
0 6
— d (pa) — llall > & Y (pp) + el
g o
2|6
= @ (pa) > @ (75) + 212
= 81l < 5(@ ' (pa) — @' (75))

which recovers the theorem statement.



Problem 2. Randomized smoothing currently is usually formulated for the ¢! or ¢2-
norm. However, well-known equalities can be used to bound norms other than the one
guaranteed by the method used; for an example see [salman| which uses the la-norm to
obtain £*°-bounds. In the following we will show different useful inequalities. Show the
inequality and provide the tightest value of ¢ you can find. (You don’t need to prove the
tightness, although you easily can through an example). Hint: To obtain the tightest
bounds you might need to use an additional theorem such as the subadditivity of the
square root, function or the Cauchy-Schwartz inequality. As a reminder:

d
Z |z;]? |lzlloo = max |a for € R?
im1 ie{1,...,d}

d
Izl =) lzil el =
i=1

—

. Show ||&]|co < ciflz1-
2. Show [|z[|1 < c2]|@|co-
3. Show ||x]|ec < e3]|2.
4. Show ||z|]2 < ¢4 co-
5. Show ||z|2 < csl|z||1.

6. Show ||z||; < cgl|z]2.

7. Let BY := {z € R? | ||z|l, < ¢} denote the l,-norm ball of size e. Order
Bi, B2, B?O,Bé,ﬁf/a with respect to the inclusion relation C.

Solution 2.

d
L lllco = maxieqr, ay ] < 325 |zl = [l
Thus ¢; = 1.
Example for tightness: ||({)]lcc =1 =[({)I1-

d d
2. [zl = iy |l <370 max;ec{1,...,d} |zi| =d - maX;e(1,...,d} |z = d|||co-
Thus ¢y = d.
Example for tightness: [[(1)][1=2=2-1=2"/(])/ -



. Let i € argmax;c(y gy |z;]?. Then

d d
)2 = il* < |ail® + >l = > |25* = ||=|3-
j=1 j=1
J#i
The taking the square root yields ||z|loo < ||]|2.
Thus c¢3 = 1.
Example for tightness: ||({)]lco =1 =[/({)ll2-

)3 = Z?:l zi|* < d-max;eqy gy |zil* = d]jx||%,. Taking the square root of
both sides we obtain |||z < Vd||Z||s.

Thus ¢4 = Vd.

Example for tightness: [[(1)]2=v2=v2-1=v2"|[(])]lc-

el = S w2 < S Vizi? = XL Jwil = |lzf where the inequality

holds due to the subadditivity of /- as

T+ 29 < 1+ 2V/T1T9 + 29 = (\/.Tl + \/%2)2 — 1+ 22 < 21+ /T2

which by induction holds for arbitrarily many z; > 0.
Thus ¢5 = 1.
Example for tightness: ||(§)ll2=1=[|(})]1-

CLet z € Rh 2z = sgn(a). |l = YL, @iz = (2,2) < [l2falzll = V]l
Where the inequality holds due to the Cauchy-Schwarz inequality:

(@, b)? < (a,a)(b,b), which implies |(a, b)| < [[a]2]b]:

Thus cg = V.

Example for tightness: |[(1)[1 =2=v2-vV2=v2-|(1)]2-

. Claim B C IB%?\/E.

We can show the claim by taking the result from sub-task {4| and rearrange it to
show ﬁHng < ||z]|lco- and we know that V& € B°. ||x|| < e. Combining these
two insights we obtain:

Ve € B, ||@]|co <€
1
= Ve eBX. —|z| < ||z|l <€
\/g\l l2 <[]l
— vV eBX. |zl <e-Vd

Note: It is crucial here to use the result of sub-task {4 (||z||2 < Vd||z|ls) rather
than the more intuitive seeming result from sub-task |3| (||z|lcc < ||x||2) as these
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Figure 1: Boundaries of different normballs.

are statements about individual vectors. So for example ||| < ||z|2 does not
imply B C B as [|(1)]lec =1 < V2= [I(1)ll2.

Similarly we can show B! C B2 by sub-task |5, B? C B> by sub—task B* C B!,
by sub-task [2| and B2 C Bi Vi by sub-task ﬁ

We thus obtain IB%% - IB%% CB§° C B%/E - IB%Cll. Figure |1 shows this for d = 2.

Take-away message: If we prove a classifier to be safe for a ls-radius of € that
implies it is safe for a [, radius of ﬁ.



The following optional task goes into the details of the proof. It is indented to deepen
the understanding of Randomized Smoothing and provide further background for those
wanting to work on it. It is not examinable.

Problem (opt.) 3. In this task we will prove Lemma |1} Let

oo . ) = e (- gale =@ )

denote the Gaussian probability density function (for mean p and co-variance matrix
0?I) evaluate at x. For convenience we write gx(z) := g(x; px,0%I) for Gaussian
Random Variables X ~ N (ux,o0%I). Further, we let AC denote the complement of a
set A over R?, AC := R4 \ A. Then we can trivially decompose

RY= AU A°. (3)

9y (2)
9x (z)"

1. Compute and simplify m(z) :=

2. Show that for any ¢ there exists a ¢ > 0 such that {z eRY: 672 < t} ={zeR?:
m(z) <t'}.

3. Given S := {z € R?: m(z) < t'} show that

</Sc gy (2)dz ~ /SQY(z)dz> > ¢ ( /S ox(2)dz - /S gx(z)dz>.

Extend this to (fSC [f(z) =] gy(z)dz — fs[f(z) # (] -gy(z)dz)
> ¥ (fyelf(2) = - gx(2)dz — [3[f(2) £ ] - gx(2)dz).

4. Let f : R? — Y be a classifier (function) and ¢ € Y a class. Show that for
S:={z € R?:m(z) <t} for agivent’ >0 and P(f(X) =¢) > P(X € 5), then
P(f(Y)=1c¢)>P(Y €5). Hint: Show that P(f(Y) =¢) —P(Y € S) <0 and use

the results from the previous tasks.

5. Putting the previous tasks together gives you the proof for the first part of Lemmal[l]
What changes are required for the second part?

Solution 3.

1. Without loss of generality we can assume p = 0, to simplify the notation.



9x(2)
Grom P (—52 (2 = (1 + 8)T(z = (1 +9)))
G P (g2 (2 — W (2 — )
_exp (—ﬁ(z - 8)1(z-9))
exp (—#sz
1
= exp <—22 ((z— (2 —6) - sz)>
o
= exp <—212 (sz — 22764676 sz)>
o
= exp (—212 (—2276 + 6T6))
o
1 7. 676
= exp <0_22 5 — M) (4)
(ST
2. We define a := 0% and b := % and thus can rewrite Eq. 1D as exp (aéTz + b).

Thus if we know 87 z < t we can write m(z) = exp (a6’ z + b) < exp (at +b) =: t'.
Thus we obtain ¢ = exp (at + b).

. By definition of m(z) and S we know that gy (2) < t'gx(z) Vz € S and there-
fore [ gy (2z)dz <t [4gx(z)dz. Similarly gy (z) > t'gx(z) Vz € S¢ and thus
fSc gy (z)dz >t fSc gx(z)dz. Combining both facts accounting for the sign the

statement follows immediately.

By denoting F' := {z € R?: [f(z) = ]} we can analogously conclude
[1H@=d-avz) = [ gv(z)as
S SNF

gt’/ 9x(z)dz
SNF

=/ma=dgﬂam.
S

Likewise we can show [¢[f(2) # c]-gy (2)dz > t' [{[f(2) # c]-gx (z)dz and finally
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() = - gx(2)dz — [ [1(2) # o] ax(2)dz
#1161 = ax(az — [176) = ox(x)az
e =d oxtziaz - [ ax(eyiz]

" [B(f(X) = ¢) — B(X € )]

. The generalization for the second part is straight-forward and only requires to
change the direction of some inequalities.
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