Exercise 08 - Solution

Geometric robustness

Reliable and Interpretable Artificial Intelligence
ETH Zurich

Problem 1 (Verifying rotation). In this problem we consider verifying robustness of
network shown in Fig. [1] to rotation by angle # € [0.5,1.5]. We assume that there are
two pixels, one at coordinate (1,0) whose value after the rotation is cos(f) and another
at coordinate (0,1) whose value after the rotation is sin(f). Vaues of these two pixels
are used as inputs to the network in Fig. 1| where their values are denoted as x1 and xo.
Our goal here is to certify that x5 > —1.6.

1. Try to prove the claim by using interval/box domain for both trignometric opera-
tions and operations in the neural network. Can you prove it?

2. Try to prove the claim by using interval/box domain for trigonometric operations
and DeepPoly domain for operations in the network. Can you prove it?

3. Compute the tightest linear lower and upper bound for sin(f) and cos(f). By
tightest lower bound, here we mean lower bound with smallest area between the
lower bound line and the target function (and analogous for upper bound).

4. Use linear bounds computed in the previous step for trignometric functions to-
gether with DeepPoly domain for the network to prove the property.

sin(6)

Figure 1: Neural network to be analyzed.



Solution 1. 1. We compute the following:

21 = cos([0.5,1.5]) = [cos(1.5), cos(0.5)] = [0.07,0.88]
@9 = sin([0.5, 1.5]) = [sin(0.5), sin(1.5)] = [0.48, 1.0]
Fy =~y = [-1,-0.48]

3?4:—961—1—372*[ 0.4, 093]

Thus, we can not certify the property.

2. We perform backsubstitution:

T5 = 2x3 + 14

= —2:E2 — 1+ X9

—x1 — T2
= —cos(f) — sin(0)
> —cos(0.5) — sin(1.5)

= —1.875.

Thus, we can not certify the property.

3. Note that sin”(f) = —sin(f) < 0 and cos”(#) = —cos(f) < 0 for § € [0.5,1.5]
which means that both functions are concave. Thus, tightest lower bound for both
functions is line between the two endpoints:

cos(6) > cos(0.5) + (0 — 0.5)(cos(1.5) — cos(0.5))
sin(6) > sin(0.5) + (0 — 0.5)(sin(1.5) — sin(0.5))

The tightest upper bound is tangent to the function at some point ¢ € [0.5,1.5] .
Note that this holds because of the concavity, but not in general.

This bound for cos(0) is of the form cos(t) + (0 —t)(—sin(t)). We have to compute
t such that the area A(t fO 5 (cos(t) + (8 —t)(—sin(t)) — cos(f))df is minimized.
Integration yields:

A(t) = cos(t) —sin(t) + tsin(t) + F(0)
A'(t) = —cos(t) + tcos(t) = (=1 + t) cos(t)
To compute the minimum of A(t) we set A’(t) to 0 and obtain ¢ = 1. This means

that upper bound is tangent of cosine function at ¢t = 1. Computation for sin(f)
is analogous and also results in ¢ = 1. Thus, the tightest upper bounds are:

cos(0)
sin(0)

0s(1) — sin(1)(6 — 1)

<c
< sin(1) + cos(1)(0 — 1)



4. We perform backsubstitution:

T5 = 23 + T4

= —2x9 — 11 + 9

—Xr1 — T2

= —cos(#) — sin(h)

> —(cos(1) + (0 — 1)(—sin(1))) — (sin(1) + (# — 1) cos(1))
> —1.53.

Thus, using this method we can finally prove the property.

Problem 2. (Bounding functions) In this task we will prove statement from the lecture.
The derived inequality will enable us to bound piecewise differentiable function given
that we have a bound on its gradients. Let f : [a1,b1] X ... X [ag, bx] — R be piecewise
differentiable function defined as f(z) = f;;(x) where x € D; ;. Here Dq,...,Dy are
hyperrectangles which partition the function domain [ay, b1] X ...[ak, bg] into finite number
of pieces.

1. Let ||V fi;(2)|loo <L for all z € D; ;. Prove the following bound:

fij() < fij(x) + Ll|lz — yll1,Vz,y € D;;

2. Prove the following bound:

f(y) < f(x) + Ll|z — yl[1, Yo,y € [a1,b1] X ...[ag, bg].

3. Prove that:
k
@) < f0)+ 2 ) bi—ai,Vy € [ar, b1] x ...[ax, by].

2 ¢
=1

Here c is center of the domain, meaning ¢; = %(ai + b;).

Solution 2. 1. Applying mean-value theorem we get

fii(w) = fij(@) + Vi) (y — )
< fij(x) + Llly — z|1.



2. Let z1, ..., be points on the line from x to y such that line between x; and z;;
lines in the same piece D; ;. Additonally, we denote x; = z and x,, = y. Then,

m—1
= fle) + Y flmiva) — @)
i=1
m—1
< f(x) + Z Li|ziy1 — zil |1
i=1
m—1
< flo) +L Z l|zit1 — xil|1
i=1

= f(z) + Lllz = y[lr-

3. Applying the previous inequality for x = ¢ and noting that |¢; — y;| < %(bl — a;)
we get desired result.



